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1 Heab u 321244 U3y4YeHUs TN CHUTLIAHBI

Llenp wu3y4yeHHs OUCHMIUIMHBI - (QOpPMHUpPOBAaHUE TeJarora, CrocoOHOro OpraHu30BHIBATh
Oe3omacHyro paboOTy Ha TMEPCOHATBLHOM KOMIBIOTEPE U B KOMIIBIOTEPHOW CETH, YMEIOIIETO
MPOTUBOCTOATH  MH(MOPMALIMOHHBIM  yrpo3aM,  BKJIOYas  TEXHUYECKHE,  TEXHOJOTHYECKHe,

MICUXOJIOTUYECKUE, COIHAIbHBIC; CIIOCOOHOTO HCIIOJIb30BaTh CCTECTBCHHOHAYYHBIC M MAaTEMaTHUYCCKHUE
3HAHMS JUTS pealn3aliii 00pa3oBaTeIbHBIX MPOrpaMM Mo UH(GOPMATHKE U KCIIOIb30BaTh BO3MOXKHOCTH
OGp%OBaTeHBHOﬁ CpCabl 41 JOCTUIKCHUA JIMYHOCTHBIX, MCTAIPCAMCTHBIX U IMPEAMCTHBIX PC3YJIbTATOB
00y4eHusI U 00eCIICUCHHUs KauecTBa y4eOHO-BOCIIUTATEILHOTO MPOIecca.

3aa4un AUCIUILIHHBL:

- hopMUpOBaHUE 3HAHUI B 00JIACTH POCCHICKOTO MPABOBOTO PEryJIUPOBaHUS HHPOPMAIIHOHHOM
0€30MMacHOCTH TSI pealin3aiuy 00pa3oBaTeNIbHBIX TPOrpPaMM o UH(POpMATHKE;

- BBIpaOOTKA MPEACTABICHUN O Cr1oco0ax 00ECIIeYCHHUs 3aIUThl KOMITBIOTEpA U MPOTUBOCTOSIHUN
METOdaM COLIHaJILHOfI HWHXKXCHCPUHU C UCIIOJIb30BAHUEM CCTCCTBCHHOHAYYHBIX U MATCMATHYCCKUX 3HAHUHU
U1l OPUEHTUPOBAHHUS B COBPEMEHHOM 00pa30BaTeIbHOM IIPOCTPAHCTBE;

- OCBOCHHE MTPOTPAMMHBIX CPEICTB 0OecreyeHnst HHHOPMAIMOHHOM 0€30MacHOCTH MpH paboTe Ha
MEPCOHAJIPHOM KOMIIBPIOTEPE H B KOMIIBIOTEPHOW CeTH, BKIOYas (OPMHUpPOBAHUE yMEHUM
apryMEHTHPOBAHHOTO BbIOOpAa M CaMOCTOSTEIBHOH YCTAHOBKHM COOTBETCTBYIOIIETO IPOrPAMMHOTO
obecrieueHus C HCIOJB30BAaHMEM BO3MOXKHOCTEH OOpa3oBaTENbHON Cpeabl s JTOCTHKSHHS
JMYHOCTHBIX, METAIIPEIMETHBIX U MPEIMETHBIX PE3YJIbTATOB 00yUYCHHUS 1 00eCIIeUeH s KaueCTBa yueOHO-
BOCITUTATEIILHOT'O MTPOIIECCa;

- oOydeHre OCHOBaM KpHUIITOTpaduu, KaK OJHOTO M3 BaXKHBIX CPEICTB MIM(PPOBAHUS NTaHHBIX IS
peanu3aiui 00pa3oBaTeIbHBIX IPOTrPaMM 10 HH(OpMaTHKe.

2  MecTto nucuMIMHbI B cTpykrype OIIOII BO

Huctummuaa b1.B.JIB.03.01 «3amura wHpOpManuu B KOMITBIOTEPHBIX CETAX» OTHOCHTCS K
BapUaTUBHON YacTH y4eOHOTO IJIaHa.

Hucuurnnuna uzyvaercs Ha 3 Kypce, B 5, 6 cemecTpax.

Jnsg u3ydeHus JUCHMIUIMHBI TpeOyeTcs: 3HaHME BO3MOXKHOCTEM cepBuUCOB ceTu VHTepHer
W3yueHunto IUCHUIUIMHBI «3aluTa MHPOPMALUU B KOMIIBIOTEPHBIX CETSAX» HPEIIIECTBYeT OCBOEHHUE
JUCLUIUINH (TIPaKTUK):

HHpopmalinoHHbIE TEXHOJIOTUN B 00pa30BaHUH.

OcBoeHune TUCHUITINHBI «3anmTa HHPOPMAIUU B KOMIBIOTEPHBIX CETSAX» SBIAETCS HEOOXO0AUMOM
OCHOBOM JIJIs1 TOCTIEAYIOIIETO U3YUCHHS TUCIIUIUINH (TTPAKTHUK):

Komnrerorepuslie cetn; IHTEpHET TEXHOIOTHY;

Hcropus u MeTo10710Tusl UHOOPMATHKHU U BEIYUCTUTETbHON TEXHUKH.

Ob6nacTh npodeccnOHATBHOM 1eATEILHOCTH, HA KOTOPYIO OPUEHTUPYET TUCIHUITIIMHA

«Gammra MH(pOPMaLUU B KOMIIBIOTEPHBIX ceTsAX», Bkirouaer: 01 OOpazoBaHue u Hayka (B
chepe JOUIKOIBLHOTO, HAYadbHOTO OOIIEero, OCHOBHOTO OOIIEro, cpemaHero oOmiero oOpa3oBaHWS,
npodeccnoHanTbHOT0 00yUYeHUs!, MPOPECCUOHANIBHOI0 00pa30BaHus, TOMOIHUTEILHOTO 00pa30BaHus).

OcBoeHHe TUCHMILIMHBI TOTOBUT K paboTe cO CIEAYIOUMMH OO0BeKTaMU NpodeccHOoHaIbHON
NESTENbHOCTH:

- o0yueHwue;

- BOCIHUTaHMUE;

- pa3BUTHE.

B mpouecce wu3yyeHHS AUCUMIUIMHBI CTYAEHT TOTOBUTCS K BHAaM HpodecCHOHATHHOM
NEeSTeNIbHOCTH U pEeHIeHHI0 NpodeccruoHaNbHbIX 3anad, npeaycMoTrpeHHbIx GI'OC BO u yueOGHBIM
IJTAHOM.

3 TpedoBaHus K pe3yibTaTaM OCBOECHUS JUCUUIINHBI

[Tporiecc uM3y4yeHUs MUCIUILUIMHBI HampaBlieH Ha (OPMUPOBAHHE KOMIETCHIMHA U TPYIOBBIX
¢byakuit (mpodeccuonansHbii ctanaapT [legaror (memarorwueckas AESITENLHOCTh B JOIIKOJBHOM,
HaYalbHOM OO0IlleM, OCHOBHOM 0O0IleM, cpeaHeM oO0IieM o0pa3oBaHWHU) (BOCHUTATENb, YYUTEIb),



YTBEPKJICH MpUKa3oM MUuHHCTEPCTBA TPpyAa U conraibHOM 3amuThl Ne544n ot 18.10.2013).
BrITTyCKHHMK HOKEH 001a1aTh CISAYIOIIMMEU 00eKyIbTypHbIMU KoMiteTeHusmu (OK):

OK-3. crioco0HOCTb MCI0JIB30BATH €CTECTBEHHOHAYYHbIE 1 MAaTeMATHYeCKHe 3HAHUS J1JIs
OPHEHTHPOBAHMS B COBPEMEHHOM HH()OPMALIMOHHOM NMPOCTPAHCTBE

OK-3. crmocoOHOCTE MCITOIB30BaTh
€CTECTBEHHOHAYUYHBIE U
MaTeMaTH4YeCKHe 3HAHMS IS
OPUEHTUPOBAHUS B COBPEMEHHOM
MH(POPMAIIMOHHOM IIPOCTPAHCTBE

3HATh: - MaTeMaTH4YeCKHe METOJbl IH(POBaHUS HHPOPMAIMU IS
(bopMHUpOBaHUSA CIIOCOOHOCTH HCIIOJIB30BaTh €CTECTBEHHOHAYUYHBIE U
MaTeMaTU4ecKue 3HAHUS ISl OPHUEHTHPOBAaHHS B COBPEMEHHOM
MH(GOPMALIMOHHOM IIPOCTPAHCTBE;
- ©CTECTBCHHOHAYYHBIE M MaTeMaTHdyeckue (akTbl, B TOM YHCIe
CIOCOOBI 3alIUTHl MHPOPMALIUH JJIs1 OPUEHTUPOBAHHUS B COBPEMEHHOM
MH(OOPMAIIHOHHOM IPOCTPAHCTBE;
YMETB! 3alMIIaTh HMHQOPMALUI OT HECAHKIMOHUPOBAHHOTO)
MOJBb30BAaHKUSA JJIsI O€30IIacHOr0 OpPHEHTHPOBAaHHS B COBPEMEHHOM
MH(POPMAIIMOHHOM IIPOCTPAHCTBE;

BJIAJICTh: - CPEACTBAMHU oOecnedeHnss HHHOPMAaMOHHON 0€3011acCHOCTH
pu padoTe 3a MePCOHATLHBIM KOMITBIOTEPOM M B KOMITBIOTEPHBIX
CeTsIX ISl OPUCHTUPOBAHUS B COBPEMEHHOM MH(POPMAIIHOHHOM
MPOCTPAHCTBE C MIOMOIIBIO €CTECTBEHHOHAYYHBIX U MAaTEMaTHUECKUX
BHAHHI.

I1K-1. roTOBHOCTBIO Peaiu30BbIBATH 00pa3oBaTe/bHbIE MPOrPpaMMbl 10 Y4eOHBIM MpeAMeTaM B
COOTBETCTBHH € TPeOOBAHUSIMH 00Pa30BaTeJbLHBIX CTAHIAPTOB

negarornyeckaf 1eaTeJIbHOCTh

[IK-1 roTOBHOCTBIO
[peann30BBIBaTh 00pa30BaTEIbHbIC
[IPOrpaMMBI 110 Y4€OHBIM
[peIMeTaM B COOTBETCTBHUH C
TpeOOBaHUAMHU 00pa30BaTEIbHBIX
CTaH/IapTOB

3HATh: - HOHATUS, CBA3aHHBIE C HAyYHOU oOsacTbio «Hpopmannonnas
0E30IMaCHOCTBY C IEINBI0 peaTn3au 00pa30BaTeNbHBIX MPOTPAMM I10
nH(pOpMaTHKE;

- BO3MOXHbIE TEXHUYECKUE, TEXHOJIOTUUECKHE, COLIMATIbHBIE YTPO3bI,
CBSI3aHHBIE C KOMIIBIOTEPHON TEXHUKOH C LIEIbIO pean3aliu
00pa30BaTeNbHbIX IPOrpaMM 10 UH(POPMATUKE B COOTBETCTBUU C
TpeOoBaHUSAMU 00pa30BaTEIbHBIX CTAHIAPTOB;

- Mephbl COOI0IeHHS] HTHPOPMALIMOHHOM 0€30I1acCHOCTH MpHU paboTe Ha
KOMIIBIOTEpPE B YCJIOBUAX peau3aliii 00pa30BaTeNbHBIX MPOrpaMM 110
MH(OPMATHKE B COOTBETCTBUU C TPEOOBaHUAMHU 00pa30BaTEIbHbIX
CTaHJapTOB;

- BUJIbl THPOPMAIIMOHHBIX yIp03, BO3ZHUKAIOIIUX NPU paboTe B
KOMIIBIOTEPHBIX CETSX C LEJIbI0 peann3alnun o0pa3oBaTeIbHbIX
MporpaMM Mo UH(OpPMAaTHUKE B COOTBETCTBUHU C TPEOOBAHUIMHU
00pa30BaTeNbHBIX CTAH/IAPTOB;

- IpOrpaMMHBIE CpeCTBa U cepBUCH IHTepHeT aiis obecnieueHus
MH(GOPMAIIMOHHOM 0€30MacHOCTH C IIeBI0 Peann3aluu
00pa3oBaTeNbHbIX IPOrpaMM MO UH(POPMATUKE B COOTBETCTBUH C
TpeOoBaHUSAMU 00pa30BaTEIbHBIX CTAHIAPTOB;

- cr1ocoObI MIM(POBaHUS JAHHBIX IS pean3alinu o0pa3oBaTeNbHbIX
MporpamMm 1o HH(GOpPMaTUKE B COOTBETCTBUH C TPEOOBAHUSIMHU
00pa3oBaTeNbHbIX CTaH/IapPTOB;

- IPaBOBBIE U 3aKOHO/IaTENIbHBIE aKThl B 00JIACTH 00eCeueHHs
MH(POPMaITMOHHOM 0€30MaCHOCTH JI peaTn3alui 00pa30BaTEIbHBIX
MporpamMm 1o HH(GOpPMATUKE B COOTBETCTBUH C TPEOOBAHUSIMHU
00pa3oBaTeNbHbIX CTaH/IapPTOB;

YMETh: - apr'yMEHTHPOBAHO BHIOMPATh U 3(PPEKTUBHO UCIIOIB30BATh
[poTrpaMMHBIE CpeICTBA JJIsl o0ecrieueHrss HHPOPMaITMOHHON
0€30IIaCHOCTH B YCJIOBUSIX pealn3aluu o0pa3oBaTeIbHBIX IPOrpaMM
10 UH(OpPMATUKE B COOTBETCTBUU € TPeOOBaHUSIMH 00pa30BaTEIbHbBIX
CTaHJapTOB;

- OIIPEJIeNSITh ONTUMAaJIbHBIM Ha0Op MPOrPaMMHBIX CPEACTB JUIsSl




oOecrieueHrs 0e301acHOi paboThl HA KOMITBIOTEPE;

BIIA/ICTh: - CPEACTBAMH oOecrieueHUs] HHPOPMAITMOHHOHN 0e30MacHOCTH
mpu padoTe 3a MePCOHATLHBIM KOMITBIOTEPOM U B KOMITBIOTEPHBIX
CETSIX B YCIOBHSIX pealiu3aiud 00pa3oBaTeNbHBIX IPOrpaMM IO
MH(POPMATHUKE B COOTBETCTBUH C TPEOOBAaHHUSIMH 00pa30BaTEIbHBIX
CTaHJapTOB.

[1K-4. ciocoOHOCTHI0 HCIOJIB30BATH BO3MOKHOCTH 00Pa30BaTEIbHOM Cpe/bl sl J0CTHXKEHU S
UIMYHOCTHBIX, METANPeJIMETHBIX U NMPeJIMETHBIX Pe3yJIbTATOB 00yUeHHUsI U o0ecriedeHHsl KauyecTBa
Y4eOHO-BOCIIUTATEIbHOI0 MPOIEcCa CPeICTBAMM NPeNnoIaBaeMbIX Y4eOHbIX IPeIMETOB

neaarornycCKas 1eATeJIbHOCTb

[1K-4 cnocoOHOCTBIO
MCTIOJIB30BATh BO3ZMOXXHOCTH
00pa3oBaTENbHON Cpeabl IS
MOCTHKEHUS IMYHOCTHBIX,
MCTAIIPCAMCTHBIX U TPCAMETHBIX
PE3yNIbTaTOB 00yUYCHUS U
oOecrieyeHrs: KauecTBa y4eOHO-
BOCITUTATEIILHOTO MTpoIiecca
CpPEICTBaMH MPETIOIaBACMbIX
y4eOHBIX IPEMETOB

3HATh: - TEXHUYECKUE, TEXHOJIIOTUYECKUE, COIIMATIBHBIC YTPO3bI,
BO3HUKAIOIINE IIpU paboTe B HH(OPMAILIMOHHON 00pa3oBaTeIbHON
cpeae;

- cr1ocoObl NIM(POBAHUS JAHHBIX C LEJIBIO (POPMUPOBAHUS
CIIOCOOHOCTH UCIIOJIB30BAaTh BO3MOKHOCTH 00Pa30BaTENbHON CPEbl
111 JOCTHXKEHMSI IMYHOCTHBIX, METAIPEMETHBIX U IPEIMETHBIX
Pe3yabTaTOB 00y4YeHUsT HHPOPMATUKE;

YMETh: - 00HapyKUBaTh BPEJAOHOCHOE IIPOrpaMMHOE 00ecrieyeHue Ha
KOMIIHIOTEPE U BBIABIISITH CETEBBIC aTaKH MIPH UCTIOIH30BAHUT
BO3MOKHOCTEH 00pa30BaTeIbHOM Cpe/ibl;

- YCTPaHATh MOCIEACTBHS BO3JICHCTBUS HA KOMIIBIOTEP BPEIOHOCHOTO
[IPOrpaMMHOTO NP UCHOJIB30BAHUN BO3MOXKHOCTEH 00pa30BaTeIbHON
Cpeabl UTsl JOCTH)KEHUS INYHOCTHBIX, METAIPEMETHBIX U TIPEAMETHBIX
pe3yabTaTOB 00Y4EHHUs U 0OecreueHus KauecTBa yueOHo-
BOCIIUTATEIBHOTO MTPOLIECCa,;

- apr'yMEHTHPOBAHO BBIOMPATh U 3(PPEKTUBHO UCIOIB30BATh
[porpaMMHBIE CPEICTBA JIJIsl o0ecrieueHrs HHPOPMAITMOHHON
0€30I1aCHOCTH KOMIIbIOTEpA B IIPOLECcCe JOCTHKEHHSI IMUHOCTHBIX,
MeETanpeIMETHBIX U TIPEJMETHBIX Pe3yIbTaTOB O0yUIEHUS
oOecreyeHns kayecTBa yueOHO-BOCIIUTATENILHOIO IIpoIiecca,;

- IPUMEHSTH IPOTPAMMBI JIJIS ITU(PPOBAHUS KOHPHICHIIHATHHON
H(pOpMAaIUY TIPU MCIIOIB30BaHUN BO3MOXHOCTEH 00pa3oBaTeIbHON
Cpeabl UTsl TOCTHXKEHUS INYHOCTHBIX, METAIPEIMETHBIX U TIPEAMETHBIX
[pe3yabTaTOB 00y4EHUs U 0OecreueHus KauecTBa yueOHo-
BOCIIUTATEILHOTO TPOIIECCca CPEICTBAMH MPETOIaBAEMbBIX yUEOHBIX
MPEIMETOB;

BIIA/IETh: - CpPEACTBAMH oOecreueHus] THPOPMAIIMOHHOM 0€3011acHOCTH
npu pabore B MH(GOPMAIIMOHHO-00pa30BaTeNIbHON cpese A
NOCTIDKEHUS IMIHOCTHBIX, METAIIPEIMETHBIX U TIPEIMETHBIX
pe3yabTaTOB 00y4eHUs 1 oOecrieueHus KauecTBa yuyeOHo-
BOCIIUTATEJILHOTO MpoIIecca.

4. O0beM IMCUUILUIMHBI M BU/IbI y4eOHOli paGoThl

Bcero [Tareiii | Hlecroi
Bun yuebHoit paboTbl 4acoB CEMECTp | CeMecTp
KonTakTHas padora (Bcero) 36 18 18
[MpakTuyeckue 36 18 18
CamocrosiTesibHas padora (Bcero) 72 36 36
Buabl npoMeKyTOYHOM aTTecTalMu
3auer +
OO0masi TPy10€eMKOCTb 4acChl 108 54 54
OO0masi Tpy10€eMKOCTDb 32a4eTHbIE eINHUIIbI 3 1 2




9) Conep:xaHue TMCHUILINHBI

51 Conep:xanue MoayJieil TUCIUNIJIMHBI

Mopnys 1. IIpaBoBbie BONPOCHI 3a1IUTHI HHPOPMALMH B KOMIILIOTEPHBIX CeTHAX:

OO6mme  Bompochl  MH(pOpMAIMOHHOW  Oe3omacHOCTH.  MeXIyHapOAHbIE  CTaHIAPTHI
nHpopmannoHHoro oomena. [lonstue nupopmannonuoit yrpossl. Mapopmannonnas 06e301MacHOCTh B
yciaoBusAx — (yHknuoHupoBaHus B Poccunm  rnobGanbHbIX  cered.  Buabl  POTHMBHMKOB — MIIU
«HapymuTenein». HopMaTuBHBIE PYKOBOZASIINE AOKYMEHTBI, KacarolMecs IOCyIapCTBEHHOW TaiiHBbI,
HOPMATHUBHO-CIIPABOYHBIE JOKYMEHTHL. 3akoH 00 wuHpopmammu. CyneOHble MpeueeHTh |
OTBETCTBEHHOCTh 3a HapymeHue 3akoHa. Kounenuus wunHdopManuoHHONH Oe3omacHOCTH PO.
WNudopmannonnas 6€30MacHOCTb JMYHOCTH, 00IIECTBA, TOCYJapCTBa.

Teopus nHPpOpMALMOHHONW 6€30IIaCHOCTH M €€ OCHOBHBIE HampasiieHUs. Benymue nonoxeHus
Teopur HHGPOPMALMOHHOM Oe30macHOCTM B 0o0sacTM  MHGOPMALMOHHBIX cucTeM. Mogenu
0€30IIaCHOCTM M HUX IpUMEHeHHe. TakCOHOMHUs HapylleHUH HH(GOPMALlMOHHONW 0€3011acCHOCTH
BBIYHCIUTEIBHON CUCTEMBI U IPUUMHBI, 00YCIaBIUBAIOLINE UX CYIIIECTBOBAHHUE.

Buapl BO3MOXHBIX HapylIeHuil  uHpOpManuonHoit  OezomacHoctd.  HechopmupoBaHHOCTD
MH(POPMALIMOHHON  KyIbTYphl IoOJib30BaTeneil. Xakepckue artakd. DoS- m DDoS- artaku. CereBo
mnuoHax (CHU(MOUHT, HIOKEPBI). DKCIUIONTHI.

[TpryrHbBI BO3HUKHOBEHUS HMH(OPMAIIMOHHBIX yrpos. AHanu3 CHOCOOOBHAPYIIEHUS
nH(pOpMaLMOHHOM Ge3omacHoCTH. Mcnonb30BaHue 3alUIIEHHBIX KOMIBIOTEPHBIX CUCTEM.

Hasnauenne u 3amaum B cdepe oOecrnedenns HHYOpPMAIMOHHOW OE€30MAaCHOCTH Ha YpOBHE
rocy/1apcTBa.

HNudopmannonnsie pecypcsl 1o uH(popManuoHHON Oe3zomacHoctu. [IpaBoBBIE  BOMPOCHI,
CBsI3aHHBIE ¢ HH(POPMALMOHHOM Oe3omacHOCThI0. HopMaTHBHBIE pyKOBOASIIME TOKYMEHTBI, Kacarolluecs
roCylapCTBEHHON TalHBI.

[TporpamMMHBIe M anmapaTHblE CPEACTBA, CBS3aHHbIE C yrpo3oil oOecrieueHus: MHGOPMAIMOHHON
0€30MaCHOCTH.

DoS- u DDoS- arakum kKak HMHCTPYMEHT OTIpaHHYEHHUS [OCTyla K CETEeBOMY KOMIIBIOTEDY.
KomMiuiekcHas 3amura ceTeBoro KOMIboTepa OT HH(POpMallMOHHBIX yrpo3. bpanamaysp kak annaparHoe
U MPOrpaMMHOE CPEICTBO OTPaHUYEHHUs AOCTyNa K nHpopmauuu. IIporpaMMHbie cpeicTBa KOMIIbIOTEPA
110 0OHAPYKEHUIO BTOP>KEHUS U 3aIlUTE OT HETO.

Mopayas 2. IlporpammHublie cpeacTBa U cepBuchl ceTu UHTepHeT mo 3amuTe HH(pOpMaNUuU:
[lonsiTe o BuAax BHpPYcOB. AHTHUBHMpYCHas 3amura KommbioTepa. Kiaccudukanus KOMIBIOTEPHBIX
BHUpycoB. Kitaccnueckue KoMnbproTepHbIe BUpYChl. DaitnoBslie BUpycbl. MakpoBHupycChl. TpossHCKUE KOHM.
Pyrkutel. CeteBble uepBu. IIporpammubie cpenctBa Juisi oOecriedeHHs] aHTHBUPYCHOM 3alllUThI
KOMIIBIOTEpA.

TexHonoruu NOCTPOEHHUS 3aUIUIIEHHBIX HMH(POPMAIIMOHHBIX CHUCTeM. MecTo MH(OpMaIMOHHOM
0€30MacHOCTH 3KOHOMHYECKMX CHCTEM B HAallMOHAJNBHOM Oe30macHOCTH CTpaHbl. Pucku wu
LEHHOCTbUH(OPMAIIIH.

Kpuntorpadus kax Hayka. Meroasl kpunrorpadpuu. ANTOPUTMBI M CTaHAAPTHl MHU(PPOBAHUS.
CuMMeTpruHOE M acUMMETpUYHOEe IndpoBaHHe. DIeKTpoHHas HUPpoBas noanuck. CoBpeMeHHbIE
TEXHOJIOTUH ayTeHTHU(PUKALINH.

Bonpocsl opranuzanuu MHGOPMAMOHHON Oe30macHOCTH Npu padoTe ¢ HH(OPMAIIMOHHBIMHU
pecypcamu U cepBucamu cetu MHTepHeT. MeToabl MCUXO0JIOTHYECKOT0 BO3/JEHCTBUS HA IOJIb30BATEIS
cetu nTepHer. ConpasibHasi MHKEHEPHSL.

AHTUBHPYCHBIE MTPOrPaMMHBIE CpeACTBa OUCHOTO U JOMAITHEr0 Ha3HA4YeHUs JUIsl 0OecTieyeHus
nH(OPMAIIMOHHON OE€30MaCHOCTH.

[TaponpHas 3amuTa. I[IporpamMmel mmdposanus ganHbix ColpanbHas HHKEHEPUS U €€ METObI.

DJIEKTPOHHAs BaIOTA

CommanbHble ceth Kak HH(opmamumonHas yrpo3a. Jleru wu Wutepner. [lomutuka
nH(OPMAaLIMOHHON O€30MMaCHOCTH U €€ OpraHu3allks B JOKaJIbHOM ceTn

52. Conep:xxkanue nucuuiuinibl: [lpakruueckue (36 4.)

Mogayas 1. IIpaBoBbie BONPOCHI 3aIMTHI HHPOPMALUMM B KOMIIBIOTEPHBIX ceTsX (8 4.)

Tema 1. Undopmanrionsslie pecypcsl o HH(GOpMaLMOHHON 6e30macHOoCTH (2 4.)

O6mme Bompockl uWH(MOpMaMOHHOW Oe3omacHocTH. MHPOpMaMOHHBIE PECYpChl  TIO



nH(pOpMaITMOHHOM 0€301MacCHOCTH.
Tema 2. IlpaBoBble BOINPOCHI, CBsA3aHHBIE ¢ WH(POPMALMOHHON Oe3omacHOCThIO (2 4.)

[IpaBoBOE perynmupoBanue B 001acT HHPOPMAITMOHHOM 0€30MacHOCTH.

3aKOHBI 0 IPECTYIUIEHUAX B chepe MHPOPMAITMOHHBIX TEXHOIOTHMA.

ABtopckoe npaBo. [1yTu gokazaTenbcTBa aBTOPCTBA.

Tema 3. IIpaBoBbIe BOIPOCHI, CBS3aHHBIC ¢ MH(POPMAIMOHHONW Oe30macHOCThIO (2 49.)
WNuTtennexryanbHas coO6cTBeHHOCTh. (CrOCOOBI 3aIIMTHI MHTEIJICKTYaJbHOM COOCTBEHHOCTH.
JIM1IEH3MOHHOE MPOrpaMMHOE OOECTIEUEHHE.

KomnproTepHOe NUpaTCTBO U 3aKOHOATENbHAs! OTBETCTBEHHOCTD 3a HETO.

Tema 4. HopmaTuBHbIE [TOKYMEHTBI, KAcarOIIMECs TOCYJapCTBEHHOM TaWHbl (2 4.)
l'ocynapcrBenHass TaiiHa. OTBETCTBEHHOCTh 3a pasrjallleHUe TIOCYAAPCTBEHHOW TalHBI.
Cocrosnue 3akoHoaarenbcTBa PO B o0macTu coxpaHeHUs TOCYIapCTBEHHOM TalHBI.

[Ipumepsl HapylIeHUSs TOCYAapCTBEHHOM TailHBI.

Mopyas 2. IlporpammHble cpeacrBa W cepBHcbl ceTH MHTepHer mo 3ammure
uHpopmanuu (10 4.)

Tema 5. IlporpaMMHBIE U ammapaTHbIE CPEJACTBA, CBSI3aHHBIE C Yrpo30l oOecTeueHus
nHGOPMAIMOHHOM Oe30macHoCTH (2 4.)

HecankunoHupoBaHHBI JOCTYNl K amnmapaTHbIM CpEJICTBAM KOMIIbIOTEpA U CpeACTBa
OrpaHUYEHUS JO0CTYIA.

B3nom skpannoii 3acraBkn Windows wu maponst BIOS. CmocoObl mpefoTBpamieHus B3jioMma.
B3nom omepanMoHHOW CHUCTeMBbl MOCpencTBOM HocuTeneid uHpopmanuu. CrocoObl  3allUTHI.
Orpanunuenue gocryna k USB-nakonurensm.

Pasrpannuenue gocTyna B JIOKAIbHBIX CETAX. B3JIoM y4eTHBIX 3amuceil moiib30BaTenen
JoKanbHOM ceTr. CriocoOBI MPEOTBPAILICHUS B3JIOMA.

Tema 6. DoS- u DDoS- aTaku kak MHCTPYMEHT OIPaHUYEHHUSI IOCTYIIA K CETEBOMY PECYpC

(24.)

Texnonorust mposeneHusi DoS- u DDoS- arak (mepenampaBieHue Tpaduka, HaBsI3bIBaHHE
JUTMHHOM CETeBOM MACKH ).

CnocoObl nmpenotBpaiieHuss DoS- u DDoS- arak. [laccuBHas ¥ akTHBHasi 000pOHA HpPU 3aLIUT
cepBepa OT aTak.

[TporpamMHBbIe cpencTBa U HHPOPMAITMOHHBIE pecypchl st oTpaskeHust DoS- u DDoS- arak.

Tema 7. KoMIuTteKCHasI 3aIIUTa CETEBOTO KOMITBIOTEPA OT HH(OPMAITUOHHBIX YIPpo3 (2 u.)

[Tpo6ieMbl BBIOOpA 3aIIUTHOTO MporpaMMHoro odecredenust CaiToic GecTIaTHBIM IPOTPAMMHBIM
o0ecreyeHreM M0 3aluTe KOMIbIOTepa.

XaKWHT ¥ aHTUXAKUHT. XaKePCKHE TEXHOJIOTHH.

0O0630p IpPOrpaMMHBIX CPEJCTB JJIS 3aLIUTHl O0BEKTOB ONEPALIMOHHON CUCTEMBI.

Tema 8. bpannMaysp Kak anmapaTHO€ M HPOrpaMMHOE CPEICTBO OrPAHUYEHHS JOCTyNa K
uHpopmanuu (2 4.)

bpannmaysp (mexcereBoil skpan, firewall) u ero Ha3Hauenue. TexHOJOrHsI OTpakeHUs aTa
OpaHIMay>’pOM.

Hactpoiika BctpoerHoro 6panamayspa Windows.

XapakTepUCTUKH CIEeIHATU3UPOBAHHBIX OpaHaMay’poB. Kputepun otbopa OpaHAMAydpOB IS
MPaKTUYECKOTO UCIOJIb30BaHUS.

Tema 9. IlporpaMMmHBIE CpeAcTBa KOMIIBIOTEpPAa MO OOHAPYXKEHHIO HECAHKIIMOHHUPOBAHHOTO
BTOPIKEHUS U 3aILUTE OT BTOPXkKEHUA (2 4.)

[TpoakTHBHBIE CHCTEMBI 3aIIUTHI KOMIIbIOTEPA. CUCTEMBI KOHTPOJIS LIEIOCTHOCTH JIAHHBIX.

bopn0a ¢ moTeHIaibHO ONacCHBIMU TPOrpaMMaMHu.

Mopyas 3. IIpakTHuyeckue BONPOCHI OPraHM3aluM HMH(OPMALMOHHOH 0€30IIACHOCTH B
KOMIILIOTEPHBIX ceTsX (8 4.)

Tema 10. AHTUBHpYCHBIE TPOTPAMMHBIE CPECTBA OPHCHOTO U JOMAIIHET0 Ha3HAaYeHus (2 4.)

BpenonocHoe mporpamMmHoe o0ecriedyeHne U MyTH ero MONajaHus B KOMIBIOTED I0JIb30BaTENs.
KomMmbroTepHas pexiiama Kak HHCTPYMEHT 3apa)K€HUsI KOMIIbIOTEPA. PyTKUTBHI.

KnaBuaTtypHble IINHOHBI (KEHIOTTEPHI).



OYHKIMOHATIbHBIE BO3MOXHOCTH AHTUBHUPYCHBIX HPOrPAaMMHBIX CPEJACTB.
OHJ1aiiH aHTUBHPYCHI

Sms-6mokepsl 1 MeTo1bI 00pbOBI ¢ HUMU. Tema 11. [TaponsHas 3amuTa (2 4.)

[Taponb Kak cpeAcTBO OrpaHUYEHHUs OCTyHa K pecypcy. TpeGoBaHUsS K BHIOOPY Mapods.
XpaHUTENIH TTapOJICH.

[TporpamMMmbl BoccTaHOBIICHUS (B37I0Ma) Taposield. bpyTtdopce

Tewma 12. ConnanbHas MH)KEHEPUS U €€ METOIbI (2 4.)

0O0630p METOJIOB COLUANBHON MHIKEHEPHH.

MeToibl U METOIMKH IICUXOJOTMYECKOT0 BO3JEHCTBUS HA JIMYHOCTH (YHHBEPCAJIbHBIN CEaHC
CBSI3M, COOOIIEHHE O MPOBEPKE IOYTHI, COOOIIEHHWE OT HMMEHU aJMHHHUCTPATOpa, KBUTAHIUS O
JIOCTaBKe, 00JIMUEHUE U Jp.).

AHTpPOIIOT€HHbIE HUHCTPYMEHTHI 3alllUThl OT METOAOB COLMAIbHONW MH)KEHEPUH (TIPUBJICUYEHUE K
BOMpOcaM 0e30IacCHOCTH, U3yUCHHE U BHEPEHUE HEOOXOMMbIX METOIOB U ICHCTBUI /IS TIOBBILICHUS
3amUThl TH(HOPMALIMOHHOTO 00ECTICUCHHS ).

OOpaTHas couuanbHasi HHKEHEPHUS.

Tewma 13. ConnanbHas HH)KEHEPUS U €€ METOIbI (2 4.)

@apMUHT KaK MHCTPYMEHT CKPBITOTO TEpEHANpaBlIEHUs HA MOJJCNIbHBIC CaWTHI.

OUIIMHT W BHUIIMHT KaK HWHCTPYMEHT IMOJYYEeHUS KOH(MUICHIMAIBbHON HH)OpMAIIIH.
MomenanuectBo B UHTEpHETE.

[TpaBuia noBenenus noip3oBareneid B cetu VHTEpHET Tipu paboTe ¢ nHGOPMAITMOHHBIMH
pecypcami.

Monyas 4. [Ipo6aeMbl HHPOPMALMOHHOM 0e301aCHOCTH B coBpeMeHHOM obmecTBe (10 4.)

Tema 14. [Iporpammsl muppoBaHus TaHHBIX (2 4.)

HludpoBanre paHHBIX ¥ €ro Ha3HaueHHWE. AJTOPUTMBI W  CTaHAAPTHl MH(pPOBaHUSI.
ApxuBupoBanue (ailyioB ¢ TapojeM Kak HHCTPYMEHT 3aIIUThI OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

Kpunrorpadus u ee meroas! mmdppoBanus HHGOPMALIUH.

BoccranoBnenne — nmanHbix.  ['pamotHoe  ymanmeHue — uHpoOpManmMM @ C  KOMIbIOTEpa.
Criennanu3upoBaHHbIE IPOIPAMMHBIE CPEICTBA 10 YAAJIEHUIO.

Tema 15. DnexTpoHHas BamtoTa (2 4.)

OneKTpoHHas HaaMyHOCTh. O030p MIaTeXHbIX OHIaWH-cucTeM. OnacHOcTH Npu paboTe C
ANEKTPOHHON HAJIMYHOCTBIO.

[TpoGuiemsbl 3neKkTpoHHOM orutatel. CiocoObl 3apaboTka B MIHTEepHETE.

Tema 16. CoumaneHbele ceTM Kak HH(opmamuoHHas yrpo3za (2 4.) CoumanbHas ceTh Kak
UHCTpYMEHT cOopa uHpopMaluu o rpaxkaaHuHe. MHunuupyemble 1 He MHUIIMUPYEMbIE MOJIb30BaTENIEM
YIPO3bl B COLMANBHBIX CeTAX. Mephl 3alUThI OT HH(OPMAILIMOHHBIX YTPO3 B COL[UAILHON CETH.

Tema 17. @unbTpainus ceTeBoro KoHTeHTa (2 4.)

KomnrerotepHsle mporpammsl (puiabTpauud oT MHGOpMaluoHHbIX yrpo3 MHtepHera. CrniocoObl
¢unbTpanus AaHHbIX. [IporpaMMbl KOHTEHTHON (QUIBTPALIUH.

Tema 18. [TonuTrka nHGOPMAIIMOHHOM 0€30MaCHOCTH U €€ OpraHu3alys B JOKaIbHOM ceTH

(24.)

Hactpoiika 6e30macHOCTH TpynnoBoil paboThl ¢ MH(OPMAIIMOHHBIMU pecypcamMH B JIOKaJIbHOM
cetu. JlokanbHas moauTHKA 6€30MacHOCTU. ABTOpU3ALIUSA U €€ 3a/lauH.

HacTtpoiika aynuta cereBbIx pecypcoB. Pabora ¢ xypHaioM 6e30macHOCTH.

3amuTa JIoKanbHOM ceTH oT B3oma. CHUGGUHT.

6. IlepeuyeHb YUeOHO-METOANYECKOTO 00eciedeHHs IJIsl CAMOCTOSITEILHOM PadoThI
o0y4aromuxcs Mo JUCHHUILIHHE (MOIYJII0)

6.1 Borpoce! ¥ 3a1aHus 1JIs1 CAMOCTOATEJIbLHOM padoThl

saTeii cemectp (36 4.)

Moayas 1. IIpaBoBble BONpochl 3a1IMTHI HHGOPMaNMU B KOMIbIOTEPHBIX ceTsx (18 u.)

Bun CPC: *BsinonHenrne MHAUBUIYATbHBIX 3aJaHUI

[ToaroToBka CUTYyallMOHHBIX 3a/a4 MO MH(OPMAIMOHHOW O€30MacHOCTH HAa OCHOBAaHHUH



CTaTeil COOTBETCTBYIOIIMX 3aKOHOB U HOPMATUBHBIX akTOB PD. Bo3moskHbIE pa3aeibl:
Paznen «<ABTOPCKOEITPABO» 'K P® u. IV:
Cratbs 1255. ABTOopckue npasa

Cratbs 1256. [leficTBUE UCKIIOUUTEIBHOTO NIPaBa HA IPOU3BEACHUS HAYKHU, JIUTEPATYphl U
HCKyccTBa Ha Tepputopun Pocculickoin @enepannu

Cratbs 1265. IIpaBo aBTOpCTBa U MPAaBO aBTOpA HA UMS

Cratbsa 1266. [IpaBo Ha HEMPUKOCHOBEHHOCTh MPOU3BEACHUS U 3alIUTa MPOU3BEACHUSA OT
HCKa)XEHUI

Cratpsa 1267. Oxpana aBTOPCTBa, UMEHU aBTOpPAa U HENPUKOCHOBEHHOCTH IMPOU3BEICHHS MOCIIE
CMEpTH aBTOpa
Crarbs 1270. UckintountenbHoe IpaBo HAa MPOU3BEICHHE

Cratest 1274. CBobOomHOE HCIONB30BaHUE TNPOMU3BENEHUS B HMH(OPMAIIMOHHBIX, HAYYHBIX,
y4eOHBIX WM KYJIbTYPHBIX IIEJISX

Cratbs 1286. JIulieH3MOHHBIN AOTOBOP O MPEAOCTABIECHUH MIPaBa MCIOIb30BAaHUS MPOU3BEICHUS
Cratps 1286.1. OrtkpblTas JMIEH3US Ha MCHOJIb30BAHUE IIPOU3BENEHUS HAYKH, JINTEPATYpbl WIIU
HCKYCCTBA

Crarbss  1290. OTBETCTBEHHOCTh 11O JOTOBOPAM, 3aKJIOYAEMBIM  aBTOPOM
npousBenenus Ctates 1295. CinyxebHoe Mpon3BeIeHNE

Crarbsa 1296. [IpousBeneHus, CO3JaHHBIE MO 3aKa3y

Cratess 1297. IlpowsBencHwus, CO3JaHHBIC IPH BBINOJIHCHUHM pPabOT TIO
noroBopy Cratbs 1299. Texuuueckue cpeicTBa 3alluThl aBTOPCKUX IIPaB

Cratbs 1301. OTBETCTBEHHOCTh 3a HApyLIEHUE HCKIIOYUTEIBHOTO IIpaBa Ha
npousBeaenue Crates 1302. ObecnieyeHne ucka 1o JiejaM 0 HapylIeHuH aBTOPCKUX MPaB

YK P®:

Cratbs 146. HapyiieHune aBTOPCKUX U CMEXHBIX ITpaB

Cratbesa 147. Hapymienue n300peTaTeIbCKUX U MATEHTHBIX
npaB KoAIl P®:

Crartps 7.12. HapymieHue aBTOPCKUX M CMEKHBIX MPaB, U300peTaTEIbCKUX U MATEHTHBIX
mpaB @3 PO «O6 aBTOPCKOM MpaBe M CMEKHBIX MPaBaAX»:

Cratps 17. IlpaBo noctymna K Npou3BeleHUsIM H300pa3uTeabHoro uckyccrna. IlpaBo cienoanus

Cratps 26. BocipousBenieHre NpoU3BEACHUS B JIMYHBIX LIENAX 0€3 COryacusi aBTopa ¢ BBIIUIATOU
aBTOPCKOT'0 BO3HATrPaXkJICHUS

Cratbs 39. Hcnonb3oBanue (OHOTpaMMbl, ONMYOJIMKOBAaHHOM B KOMMEpPYECKMX LesIX, 0e3
coryacus Mpou3BoaUTeNs (POHOrpaMMbl U UCTIOTTHUTENS

Cratest 48. Hapymenue aBTOpPCKUX M CMeXHBIX mpaB. KoHTpadakTHbIE 3K3EMIUISIPHI
pOU3BEACHUS U (POHOTpaMMBbI

Cratbs 49. I'pax1aHCKO-TTPaBOBBIE CIIOCOOBI 3aIIUTHI ABTOPCKOT'O MIPaBa U CMEXKHBIX MPaB
Paznen «<MHTEJUIEKTY AJIBHAA COBCTBEHHOCTDb»
'K PD:

Cratbs 1246. I'ocynapcTBeHHOE perylupoBaHie OTHOIIEHUH B cdepe HHTEIEKTyaaIbHOU
COOCTBEHHOCTH

YK P®

Cratbs 159.6. MomenHnyecTBo B cepe KOMIbIOTEpHOU nHpopManuu

Pazzen «[IPECTYIUIEHUS B COEPE KOMITBIOTEPHOM MH®OPMAILIMU» YK P®

Cratbs 272. HenpaBoMepHBIii JOCTYI K KOMIIbIOTEPHOU HH(OpManuu

Crates  273. Co3paHue, UCHOIb30BAaHUE M PACHPOCTPAHEHUE  BPEJOHOCHBIX
KOMIIBIOTEPHBIX NTPOrpaMM

Cratbsa 274. Hapymienue npaBusl SKCITyaTalluu CPEACTB XpaHEHUs, oOpabOTKHU WM INepenayu
KOMIBIOTEPHOI MH(pOpMaIK 1 HHPOPMAITMOHHO-TEIEKOMMYHHKAIIMOHHBIX CeTel

Paznen «TPECTYIIJIEHUS ITIPOTUB I'OCYJIAPCTBEHHO! BJIACTU»



3akoH P® «O rocynapcTBeHHOM TaiiHE»
Cratbs 5. [lepeueHs cBeieHHI, COCTABIAIOLIUX FOCYIapCTBEHHYIO TallHy

Cratpsa 16. BzauMHas nepenaya CBEICHUM, COCTABIAIONIMX FOCYIApCTBEHHYIO TalHY, OpraHaMu
FOCyHapCTBeHHOﬁ BJIACTHU, IPCANIPUATUAMU, YIPCIKACHUAMU U OpTaHU3alUIMA

Cratpa 19. 3ammura cBeACHUN, COCTABJISIONIMX TOCYAapCTBEHHYIO TaiHy, NpPU H3MEHEHUHU
GbyHKIME CyOBEKTOB ITPAaBOOTHOIICHUI

Cratbs 21. JJonyCk DOMKHOCTHBIX JIMI] U TPaXJaH K TOCYJapCTBEHHOM TallHe
Cratbs 21.1. OcoOblii MOPSIOK AOMYyCKa K TOCYJIapCTBEHHOH TaiiHe

Crarbs 22. OcHOBaHUA 1JI OTKa3a JOHKHOCTHOMY JIMIYY WIM I'PaKJAHUHY B JOIYCKE K
roCyZapCTBEHHOW TaliHe

Crarbs 24. OrpaHuueHus MpaB JIOJDKHOCTHOTO JIMIA WM TPakJIaHWHA, TOMYIIEHHBIX WA paHee
JIOIYCKaBUIMXCs K TOCYAapCTBEHHOW TaliHEe

Cratbs 26. OTBETCTBEHHOCTD 3a HapylleHue 3aKoHo1aTeabcTBa Poccuiickoit denepaiuu o
roCyZapCTBEHHOU TaliHe

YK P®:

Cratps 283. PaszrnamenHue rocyaapCTBEHHOM
taiinbl Ctatbs 275. 'ocygapcTBeHHas U3MEHa

Cratbs 276.
[nuonax KoAlIl P®:

Crarbs 7.31. Hapyuienue nopsiika BeJJEHUsI peecTpa KOHTPAKTOB, 3aKJIFOUEHHBIX 3aKa3UMKaMU,
peecTpa KOHTPAKTOB, COACPIKALIETO CBEICHUS, COCTABILIIOIIME TOCYJApCTBEHHYIO TalHY, peecTpa
HEZ00POCOBECTHBIX MMOCTABIIMKOB (TIOAPSIAYMKOB, UCIIOTHUTENIEH)

ANroputm pa3paboTKH 3a/1a4u:

1. BrIOpaThk ¥ U3Y4UTh CTAThIO U3 HOPMATUBHOIO aKTa.

2. TlpoaHanu3upoBaTh Marepualibl caiToB, Hampumep, http://itsec.ru, Ha npeaMeT Haka3aHuUs
3 HapyuieHus B cepe nHPOpMaMOHHON 0€30MaCHOCTH.

3. Pa3pabotarh cuTyannoHHYIO 3a7ady W MPUBECTH €€ PEIICHUE C YKa3aHHEM HOPMAaTHBHBIX
aKTOB, Ha KOTOPBIE OCYLIECTBIISUIACH OIIOPA.

IIpumep 3anaum:

I'paxknanuH MBaHOB cO3/1a1 aHTUBUPYCHOE IIPOrPaMMHOE CPEICTBO IO Ha3BaHueM « EFVIvy
3aperucTpupoBal Ha Hero cBou mpasa. 20.09.2017 3TOT rpaxaaHUH 3aKJIFOYMIT JOTOBOP ¢ KOMITAHUEH
« Saransk-1T» u nepenan cBou UMyILIECTBEHHbIE ITPaBa Ha PaclpoOCTPaHEHHE CBOETO IPOrPaMMHOTO
IIPOJIYKTa CPOKOM Ha oJuH rof. Ilocie 3akimtouenuss Joropopa KOMIaHus
«Saransk-1T» nepenponana as pacupoctpanenus Bepcuto nporpammsl «EFVIvy apyr komnanuu 6e3
BEJIOMa aBTOpaA.

HNmeer nu MecTo B JAaHHOM CHUTyalluM HapylLIEHME aBTOPCKOIO IpaBa TIpakJaHWHA
WBanosa?

Pemenue.

Cornacno Crartbu 1270 'K PO:

ABTOpY NpOU3BEJEHHs WIK UHOMY IPaBOOOJIAAATENI0 MPUHAIISKUT UCKITIOUUTENBHOE MTPaBoO
WCIIOIh30BaTh MIPOU3BECHUE B COOTBETCTBUU CO cTaThed 1229 nactosimero Komekca B mro6oit hpopme
U JI0OBIM HE NMPOTUBOPEYAIINM 3aKOHY CIIOCOOOM (MCKIIIOYMTENBHOE MPABO HA MPOU3BEJCHHE), B TOM
gucie crnoco0aMu, yKa3aHHBIMH B TIIYHKT€ 2 Hactosmed craTeu. [IpaBooOiamaTtens MOXKET
pacnopsKaTbCs HCKIIIOUUTENBHBIM IIPAaBOM Ha IIPOU3BEACHHUE.

2. Hcnonb3oBaHreM  OpoOW3BENEHUS  HE3aBUCUMO OT  TOTO, COBEPIIAIOTCS  JIU
COOTBETCTBYIOIIME JEHCTBHS B LENAX HM3BICUCHHUS NPUObUIM Wi O€3 TakoW LeiH, CUMTAeTCs, B
YaCTHOCTH:

2) pacupOoCTpaHEHUE MPOU3BEAECHUS MyTEM NPOAAKU WM MHOTO OTYYXAECHUS €r0 OpUrMHala
WM 9K3EMILISPOB;

Takum o0pa3om, B JaHHOM CiIy4ae MMEET MECTO HapylleHHe aBTOPCKOIo IpaBa TpakJaHHHA
HBanoga.

Monayas 2. [IporpamMMHbie cpeacTBa U cepBUChI ceTH HTepHeT 1o 3amuTte uHgopmanuu
(18 u.)


http://itsec.ru/

Bun CPC: *BrimonHenue MHANBUIYATbHBIX 3aaHUN

CXEMA ODPOPMIJIEHMA OIIMCAHUSA ITPUJIOXXHEHMSA VTSI OPTTAHU3ALINN

MHO®OPMAIIMOHHON BE3OITACHOCTU HA KOMITbIOTEPE

O6mue ceeaenus (20 6anmoB) HazBanue npuiosxeHus:

IIpousBoguTens:

CallT npou3BOAUTENS:

Heo06x01uMoCTh HHCTAIIISIUY (J1a/HET)

TpeboBaHus K OMIEPAIMOHHON CUCTEME U anmnapaTtHbiM pecypcam [1K:

OO6HoBIeHUE (PYUHOE/aBTOMATUYECKOE)

Tun npunoxenus (6ecriiaTHOE, YCIOBHO-0eCIIaTHOE, JIMLIEH3HOHHOE) DYHKIIMOHATbHbBIE
BO3MO>KHOCTH:

Ornucanne npuinoxxenus (35 6amioB) CKPUHIIOT TPHIIOKEHUS

Onucanue MyHKTOB MEHIO npuiioxkeHust Hactpoiika npunoxenus (45 6amnos) Onucanue
HACTPOMKU MPUIIOKEHUS Ha paboTy

Onwucanue 3TanoB padoThI C MPHIIOKEHUEM 10 00ecTieyeHnI0 HH(OpMAIIMOH-HOH 0€301macHOCTH
Ha KOMIIbIOTEpE

Cnucok nIpuiI0KEeHUH AJIs pacCMOTPEHUS

MesxceTeBble SKpaHbl (CO BCTPOCHHBIM U 0€3 BCTPOSHHOTO aHTUBUPYCA)

AVG Internet Security

ViPNet Personal Firewall

BitDefender Total Security

Norton Internet Security

F-Secure Internet Security

Antiy GhostBusters

eScan Internet Security

Suite Agnitum

Outpost Firewall Pro

Jetico Personal Firewall

Core Force

Privatefirewall

PC Tools

Firewall Plus

[TporpaMMbl MPOAKTUBHON 3allIMTHI U 3alIUTHI OT MIMUOHCKUX nporpamm WinPatrol

Ad-Aware SUPERAnNtiSpyware Spyware Doctor AVZ

Windows Defender Spybot - Search & Destroy Spyware Terminator HijackThis

Spy Sweeper SpywareBlaster

Cucrtembl 00HapyxeHus BTopxkenus Anti-keylogger

Protector Plus

MOXHO BbIBPATH CBOU ITPOT'PAMMHGLIE CPEJICTBA, HE YKA3AHHBIE BbIIIE!

IlecToii cemectp (36 4.)

Mopnyas 3. [IpakTHyeckne BONPOChl OPraHU3aHN HHPOPMALMOHHOM 0€301I1aCHOCTH
B KOMIIBIOTePHBIX ceTsx (18 4.)

Bun CPC: *Brmonnenue naanBuayanbubix 3aganuit CXEMA OO@OPMIJIEHUA OITMCAHUA
I[MTPUJIOXXHEHUSA JUTA OPTAHU3ALINN
MHOOPMAIIMOHHOM BE30ITACHOCTH HA KOMITBIOTEPE

O6ume ceaenus (20 6amnoB) HazBanue npuiiosxeHus:

ITpousBoauTens:

CaiiT npon3BOAUTENS:

Heo0OxoauMocTh HHCTAIISAIUY (Ja/HET)

TpeboBaHus K onepallMOHHON cucTeMe U anmnapatHeiM pecypcam [1K:

Oo6HoBNeHUE (pPyyHOE/aBTOMaTHYECKOE)

Tun npunoxenus (OecriaTHOE, yCIOBHO-0eCIIaTHOE, TUIIEH3MOHHOE) DYHKIIMOHATIbHbIE
BO3MOXXHOCTH:

Onucanne npunoxenus (35 6amnoB) CKpUHIIOT TPUITIOKEHUS

Onucanue MyHKTOB MeHIO npuioxeHus: Hactpoiika npunoxenus (45 6amios) Onucanue
HACTPOUKH MPUIIOKEHUS HAa paboTy



Omnwucanue 3TanoB padoThI C MPHIIOKEHUEM 10 00ecTieyeHHI0 HH(OpMAIIMOH-HON 0€301MacHOCTH
Ha KOMIIBIOTEPE
CrucoK MPUIIOKEHUN Il pACCMOTPEHUSI AHTUBUPYCHBIE IPOTPaMMBbI U YTUIMTHI Trojan
Remover
McAfee AVERT Stinger
RogueKiller
Trojan Killer
Immunos
Emsisoft Anti-Malware
Remove Fake
Antivirus GMER
AntiSMS
Norman Malware Cleaner
AVG Anti-virus
Free Edition
Dr.WEB
Curelt!
RegRun Reanimator Avira Free Antivirus FreeFixer
Comodo AntiVirus
Microsoft Malicious Software Removal Tool DefenseWall HIPS
Trend Micro RootkitBuster ClamWin
ClamAV
Malwarebytes Anti-Malware NANO AuTtuupyc
Anti Trojan Elite PC Tools AntiVirus Online Armor VirusBuster TrojanHunter Prevx CSI
REMSES
The Cleaner
[Tporpammel 1uis BoccTaHoBNIeHHsI JaHHBIX FineRecovery
FBackup DiskDigger
MiniTool Power Data Recovery CardRecovery
Recuva UndeleteMyFiles FileRescue Pro R-Studio
Recover My Files Active@ UNDELETE
Bamura nereit ot uaTepHet yrpo3 CTracker Pro
PC TimeWatch Power Spy Kidlogger iProtectYou Pro
MOXHO BbIBPATH CBOU ITPOI'PAMMHBIE CPEJICTBA, HE YKA3AHHBIE BhIIIE!
Monyas 4. [Ipo6aeMmbl nHGOPMAITMOHHO 0€30MaCHOCTH B cOBpeMeHHOM odmecTBe (18 u.)
Bun CPC: *[ToarotoBka k mpoMeXxyTOYHOU aTTeCTalluu
[ToBTOPUTH BONIPOCHI, CBSI3aHHBIE C OpraHu3alnnel 6e30macHoi padoThl B B KOMIIBIOTEPHOM CETH.

7. TemaTnka KypcoBbIX padoT(MPOEKTOB)
KypcoBbie paboTh! (IPOEKTHI) O TUCIHUIUIMHE HE IPEAYCMOTPEHBI.

8 OueHouHbIe cpeaCcTBA /151 IPOMEKYTOUHOM aTTeCTAIIUU
81 KommnereHuuu u 3Tanbl GopMHUPOBAHUSA

Koapl komnerenumi Oransl GopMUpOBaHUS
Kypc, dopma Mopynu ( pa3ziesnsl) TUCHUTIITUHBI
CeMECTp | KOHTPOJIA
OK-3 TIK-1 3 Kypc, 3auer Monyns 1:
[TpaBoBBIE BOIIPOCHI 3aIIUTHI HH(OPMAIIMU B
[TaTerit KOMIIBIOTEPHBIX CETSX.
ceMecTp
[1K-4 3 Kypc, 3auer Monyns 2:
[IporpaMMHBbIe cpecTBa U CEPBUCHI CETH
IIsThIit WuTepHeT no 3amure HHPOpMAaIIHH.
CEMECTp




OK-3 TIK-1 3 Kypec, 3ader Monyns 3:
[TpakTHyeckue BOPOCHl OpraHU3auu
[ecroit nH(pOpMaIMOHHOM 0€30MacCHOCTH B
cemMecTp KOMITBIOTEPHBIX CETSX.
I1K-4 3 Kypc, 3auer Monyisb 4:
[TpoGaembl nHGOPMAIIMOHHON O€301IaCHOCTH B
HlecToii COBPEMEHHOM OOIIIECTRE.
ceMecTp

Ceenenus 00 WMHBIX IUCIMIUIMHAX, YYACTBYIOUIMX B (DOPMUPOBAHMM JAHHBIX KOMIIETEHIIHMA:
Komnerenmus OK-3 dhopmupyeTcs B iporiecce u3ydeHust JUCIUTIINH:

BBonublii kypc Marematuku, ['eomerpusi, EcrecTBeHHOHayuHas KapTHHa Mupa, 3aliuTa
uHpopMallud B KOMIIBIOTEPHBIX ceTaAx, MHdopmainumonHas 06e30MacHOCT, B OOpa30BaHUH,
Nudopmanronnsie TexHonorun B oOpasoBanuu, Vctopusi matemaruku, OCHOBbI MaTeMaTHYECKOM
00paboTKu nHOpMaIUH.

Kommnerennus I1K-1 dhopmupyeTcst B mporiecce n3ydeHUsl TUCIUIUIAH:

3D wmopenupoBanue, Anredpa, BBoxanblii Kypc Mmarematuku, BHeypouHas AesTeIbHOCTDH
yyammxcsi mo uHpopmaruke, I'eomerpus, 3agaun ¢ mapamMeTpaMyd W METOABI MX PELICHHS, 3aliuTa
nHbOpMaMd B KOMITBIOTEPHBIX ceTax, VHTepHer-TexHomoruu, MHpopmannonHas 0e30MacHOCTH B
oOpazoBanuu, WNupopmannoHHble cucTeMbl, VICKyCCTBEHHBIH HHTEIUIEKT U DKCIEPTHBIE CHUCTEMBI,
HccnenoBatenbckass U MPOEKTHas JESATENbHOCTh B OOydyeHUM MaremaTuke, lMcciemoBaTenbckas u
MPOEKTHAsE AEATENbHOCTh Yydammxcs 1o wuHpopmaruke, Mcropudeckuid moaxon B 0OydeHHH
MaTemaTrke, KoMImeTeHTHOCTHBIN 1moaxo1 B 00ydeHnn matemaruke, KomiberorepHas anreopa,

Komnbrotepnas  rpaguka, KommbelorepHoe  MoxenupoBanue, KoMmbploTepHble — CeTH,
MaremaTnueckuili aHanu3, Maremarudyeckoe MojenupoBaHue, Metoauka oOyueHHs HH(OpMaTHKe,
Metoauka oOydeHus maremartuke, Meroanka oOydeHHs MaTeMaThke B MNPO(UIBHBIX Kiaccax,
Mertoponoruss 0o0y4eHus: MareMaTtuke, MeTOapl aKCHOMAaTHYECKOTO ITIOCTPOCHHUS aiNreOpandecKux
cucreM, Mertoasl pemenus 3aaady ['MMA no matemaruke, MeTozpl pemieHus 3ajad 1o UH(OpMaTHKeE,
MognenupoBanue B CcUCTEMaxX [IWHAMUYECKOW MareMaTukd, HecTaHmapTHble MeETOIbI peLICHUS
MaTeMaTHuecKux 3ajnay, OOmias Teopusl JMHEHHBIX ONEpPaToOpoB M €€ NPUIOKEHHE K PELICHUIO
reoMeTpuyeckux 3anad, OnTUMHU3anus U NPOJBHKEHUE CAalTOB, , [IpakTHKyM N0 MHPOPMALMOHHBIM
TexHonorusM, IlpennumuiomHas mnpaxktuka, [IpumeHeHue cucTeM JIWHAMUYECKOW MAaTeMaTUKU B
oOpazoBanuu, IlporpammupoBanue, IlpoekTupoBanue B  cHcTeMax  aBTOMAaTU3MPOBAHHOTO
npoekTupoBanus, [IpoexkTupoBanue  HH(pOpMaAMOHHO-00pa3oBaTeNnbHOM  cpenbl, Pa3paboTka
npunoxeHnuit B Microsoft Visual Studio, Pa3zpaGoTka 31eKTpoHHBI 00pa3oBaTeIbHBIX PECYpPCOB U
METOAMKa MX OLEHKH, Peanusanus npukiaJHON HanpaBiIeHHOCTH B OOy4yeHMM MaTeMaTuke, Pemenue
3a/lad TIOBBIIIEHHOTO YpPOBHSI CJOXKHOCTH Mo anredpe, PemieHne 3agad MOBBIILIEHHOTO YpPOBHS
CII0)KHOCTH 110 TeoMeTpuH, Pernienne omuMnuaaHbIx 3a1a4 no nHpopmatuke, CBOO0JHOE TPOrpaMMHOE
oOecnieueHrne B oOpazoBaHuu, CBOOOAHBIE MHCTPYMEHTAJIbHbIE CUCTEMBbI, CHUCTEMBI KOMIIbIOTEPHOM
MaTeMaTHku, COBpEMEHHbIE CPEJCTBAa OLICHWBAHUS PE3yJIbTAaTOB OOyueHUs, TeopeTndeckue OCHOBBI
uHpopmatuky, Teopus psioB U ee NpUIokKeHus, TexHoIorus 00ydeHus: MaTeMaTHYECKUM TOHATHSM B
mkose, TexHonorus o0y4eHus yyalnxcsi pelIeHui0 MaTeMaTHYeCcKX 3a/1a4, TexXHoIorus pa3paboTku
U METOJIMKa MPOBEACHUS 3JEKTUBHBIX KypcoB Mo maTemaruke, dusuka, ®opmbl 1 MeTO/bI pabOTHI C
OJIapeHHBIMHU JIETbMH IO MaTeMmarTuke, UuclieHHble METO/bl, DiIeMEHTapHas MaTeMaTuKa, JJIEMEHTHI
KOHCTPYKTMBHOI r€OMETPHUH B IIKOJIHLHOM Kypce MaTeMaTHKH, DJIEMEHThI (PYHKIMOHAIBHOTO aHaJIH3a.

Komnerenuus [1K-4 hopmupyercst B mporecce U3ydeHus! TUCHUTUINH:

3D mopnenupoBanue, 3ammra MHGOPMAIMM B KOMIBIOTEPHBIX CETAX, MHTEpHET-TEeXHOJIOTHH,
Nudopmanronnas Oe3omacHocTh B oOpasoBanuu, MHdopmannonusie cucremsl, MccnaenoBarenbekas
U TPOEKTHas JeATeNbHOCTh B oOydyeHuu wmarematuke, KommbroTepHas rpaduka, KommbrorepHoe
MozenupoBanue, Komnprotepasie cetu, Maremarndeckoe MojenupoBanue, MeTtonuka oO0ydeHus
uHpopmaruke, Meronuka oOyueHuss Maremaruke, Meroanka oOydyeHUs MaTeMaTHKe B NMPO(UIbHBIX
KJiaccax, Metoauka noarotoBku ydammxcs k [ A no unpopmaruke, Metoas! pemenus 3agay I'MA no
MaTeMaTHKe, MeToJibl peleHus 3a1ad 1o uHpopmaTike, MoaeapoBaHye B CUCTEMaxX AUHAMHYECKON
MaTemaTuku, HectangapTHeie MeTOIBI pelleHni MareMarudeckux 3amad, OnruMumsanus u



npojBuxeHue caiitoB, Ilemarornueckas mnpakTuka, IlpakTMka 1O TOJYYEHHIO IEPBUYHBIX
npodeccuoHaNbHBIX YMEHUN M HaBBIKOB, B TOM YHCJE MEPBUYHBIX yYMEHUW M HABBIKOB Hay4HO-
UCCIIeIOBATENLCKON AesTenbHOCTH, [IpakThKa Mo MONy4eHUuI0 MpOoPECCHOHATBHBIX YMEHUN M OMbITa
npodeccnoHanbHOM aesTenbHOCTH, [IpakTiKyM Mo MHOOPMAMOHHBIM TeXHOIOTUAM, [IpenaummomMHaas
npakTuka, [[puMeHeHne CcucTeM JMHAMHYECKON MaTeMaTWKH B oOpa3zoBanuu, lIporpammupoBanue,
[IpoekTupoBanrie B  cHCTeMax  AaBTOMAaTU3UPOBAHHOIO  MpoekTupoBaHus, [IpoekTupoBanue
nH(popManMoHHO-00pa3oBaTebHON cpenbl, Pa3paboTka mnpunoxenwit B Microsoft Visual Studio
Pa3paboTka 37M€KTPOHHBIX 00pa30BaTENIBHBIX PECYpCOB M METOJUKAa WX OLICHKH, Pemienue 3amau
MOBBIIIIEHHOTO YPOBHS CJIOXKHOCTHU 1O anredpe, PemeHue 3aa4 MOBBIIIEHHOTO YPOBHS CIOXHOCTHU 10
reoMeTpud, Perenne onmuMnuaaHeix 3a1a4d mo uapopmaruke, CBOOOAHOE IporpaMMHOE 0OecIieYeHHE B
obOpazoBanuu, CBOOOJHBIE HHCTPYMEHTAIbHBIE CHCTeMbI, CHCTEMBI KOMITBIOTEPHOW MAaTEMATHKH,
Teoperuueckue ocHOBbI HH(pOpMaTukH, TexHomorus pa3paboTKu U METOAMKA POBEJCHHS AJIEKTUBHBIX
KypcoB 1o HHpopMaTHKe, TexHonorus pa3paboTKu U METOAMKA MPOBEIEHUS JIEKTUBHBIX KYpPCOB IO
Matemaruke, Ousnka, PopMbl U METOIbI PabOTHI C OJJIAPEHHBIMU JETbMHU [0 MaTeMaTHke, YucieHHble
METO/IBI.

82 TIloka3aTesiM M KPpUTEPHH OLIEHMBAHHUA KOMIETEeHLMIA, IIKAJbI OLeHUBAHUS

B pamkax wu3yyaeMOW JUCLMIUIMHBI CTYIEHT JAEMOHCTPUPYET YPOBHHM OBJIAJCHHUS
KOMIIETEHIUSIMHU:

[ToBBIIEHHBIN YPOBEHD:
3HACT M IIOHMMAET TEOPETUYECKOE COJEpKAHMWE IUCLUUILIMHBI; TBOPYECKU HCIOJB3YET PECypChl
(TexHoJIOTUH, CpeACTBA) Ui pelleHus] NPOoQecCHOHATIbHBIX 3a/1a4; BJIAJEeT HaBbIKAMM pELICHUs
IPAKTUYECKUX 3ajau.

ba3oBblli ypOBEHB:
3HAET W MOHMMAET TEOPETHUYECKOE COJEp)KaHKe; B JOCTATOYHOW CTENEHH C(POPMUPOBAHBI YMEHHUS
OPUMEHATh Ha MPAKTUKE M NEPEeHOCUTh M3 OJHOM Hay4yHOH 00JacTu B APYryl0 TEOpPETHYECKHE
3HAHUS; YMEHUS U HABBIKM JEMOHCTPUPYIOTCS B YU4EOHOH M MPAaKTUYECKOW NESATEIHHOCTH;, UMEET
HaBBIKM OLICHMBAHUS COOCTBEHHBIX JOCTMIKEHHI; yMeeT ompeensTh npoOjaeMbl U NOTpeOHOCTH B
KOHKPETHOU 00J1acTH Mpo(eCCHOHATBHON IEATEILHOCTH.

IToporoBslii ypOBEHb:
MOHUMAET TEOPETUYECKOE COAEPIKAHUE; UMEET MPEACTaBIECHUE O IIPoOIeMax, MPoLeccax, BICHUSIX;
3HAKOM C TEPMHUHOJIOTHEHN, CYIIIHOCTBIO, XapaKTEPUCTUKAMH M3y4aeMbIX SIBICHUI; AJEMOHCTPUPYET
NPAKTUYECKHE YMEHUS NPUMEHEHHUsS 3HAaHUNW B KOHKPETHBIX CHUTyalMsX Hpo¢decCHOHaIbHON
JESATEIBHOCTH.

YpoBeHb HHkKE TOPOrOBOIO:
UMEIOTCs MpoOesbl B 3HAHUAX OCHOBHOTO Y4E€OHO-IPOTPaMMHOIO Marepuaia, CTyJEHT JOMYyCKaeT
NPUHLIMITAATIbHBIE OIUMOKU B BBIMOJIHEHUU IPETYCMOTPEHHBIX IPOrpaMMOM 3a/aHui, HE CITOCOOEH
IPOIOJDKUTh 00ydeHHE WM MPHUCTYNUTh K MPO(pEeCCHOHAIBHON AEATEIbHOCTH N0 OKOHYAHUU By3a
0€e3 TONOJHUTENIbHBIX 3aHATUN IO COOTBETCTBYIOIIEH JUCIMUILIINHE.

YpoBeHb [IIxana oueHUBaHUSA 11 IPOMEKYTOUHON [IIxana oueHUBaHUA
c(OpMHUPOBAHHOCTH aTTecTalluu no bPC
KOMIIETEHITUHT DK3aMeH 3ager
(T depeHnpoOBaHHBIH
3a4er)
[ToBbITIEHHBIH 5 (oTIIMYHO) 3a4TEHO 90 — 100%
bazoBwbrii 4 (xopom1o) 3a4TEHO 76 — 89%
[ToporoBerii 3 (YAOBJIETBOPHUTEIBHO) 3a4TEHO 60 — 75%
Huxe moporosoro 2 (neynosnerBopurensHo) |He 3aureno Huxe 60%

Kpurepun onieHKH 3HaHUI CTYJEHTOB IO TUCHHIIIINHE

Orenka

Tlokazarenu




3auTeHo CryneHt 3Haer: (yHIAMEHTAIbHbIE MOHATUSA  WHPOPMALMOHHOM
0€30macHOCTH; acHeKThl WH(OPMAIMOHHOW O€30MacHOCTH; OCHOBHBIC
NOAX0Abl K pa3paboTKe TMONUTUKM WH(POPMAIMOHHON O€30MacHOCTH;
HOPMAaTHBHO-IIPABOBbIE JOKYMEHTBHI Ha BCEX IOCYJapCTBEHHBIX YPOBHSIX,
pErIaMEeHTHPYIOIMX ~OpPraHM3aluio  3ammThl  uHpopMmanu B PO;
(GYHKLIMOHAJ  amnmapaTHO-NIPOrPaMMHOIO  OOECIEYeHHs U CEPBUCHI
WHTEepHEeT C 1eNblo OpraHu3aliy 3aIIUThl KOMIIBIOTEPHON MH(pOpMAaLnu B
nporecce NpopeccuoHaIbHON AEATENbHOCTH; MIPABUIIa IPEAOCTEPEIKEHUS
OT  HMHTEPHET-MOIICHHUYECTBA, OCHOBHBIE  CIOCOOBI  3AIIUTHI
KOMITBIOTEPHOH MH(OpMaIm; criocoObl MH(POBaHUS JAHHBIX

Brnaneer cpenctBamu obecnieueHus: MHMOPMALMOHHONW 0€3011aCHOCTH MPH
paboTe 3a MEpPCOHATIBHBIM KOMIIBIOTEPOM M B KOMIIBIOTEPHBIX CETHX;
KpUNTOrpaUUecCKUMH METOAAMHU  3aIUUThl MHPOPMALUHU; METOJaMU
OpraHu3alMil KOMIUIEKCHOH 3amuThl uH(pOpManuu (KOMIBIOTEPHOMH,
KOH(pHICHIIMAITBHOMN )

He 3auteno CTyleHT AeMOHCTPUPYET HE3HAHWE OCHOBHBIX MOHITHHA COJEpIKaHUS
JCIUIUTMHBI, OOHapy)XHMBas CYIICCTBCHHbIC TPOOEIbl B 3HAHUAX
yueOHOro Marepuaina, JOMYCKaeT MNPUHIUIHAILHBIC OIMUOKH B
BBIITOJIHCHUH MPAKTHYSCKUX 3aJaHUM; 3aTPYIHSACTCS JeJIaTh BBIBOJBI U
OTBEYATh Ha JIOTIOJTHUTEIHLHBIC BOITPOCHI MTPETIOIaBaTEIIS.

83. Bomnpocshl, 3a1aHusl TEKYIEr0 KOHTPOJS

Mopnyas 1: IIpaBoBble BONPOCHI 3a1IUTHI HH(POPMAaLUM B KOMIIBIOTEPHBIX CeTAX

OK-3 cnocoGHOCTh MCHOIB30BATh €CTECTBEHHOHAYYHbIE U MaTeMaTHUECKUE 3HAHUS JUIS
OpPHEHTHUPOBAHMSI B COBPEMEHHOM WH(OPMAIIMOHHOM IIPOCTPAHCTBE

1. Onucarp nmpoueaypy yCTaHOBKM Ha KOMIIBIOTEP aHTUBHUPYCHOI'O HPOrPaMMHOIO CpE/ICTBa
(u3 criicka)

2. Packpoiite nonsTre «uHpopMalioHHas 6e3onacHocThy. [IpuBeanre npuMepsl  HapylIeHUsS
nH(OPMAaLIMOHHON 6€30MaCHOCTH Ha MPEANPUSTHH.

3. Pacckaxxute 0  MpOrpaMMHBIX  CpEJICTBaX, HCHONb3YeMBIX  JJs  OpraHU3aluu
“H(pOpPMaIMOHHOM 0€30MacCHOCTH TIPH pabOTe Ha KOMITBIOTEPE.

4. OxapakTepu3yiTe anmnapaTHble CpeAcTBa 3aluThl HHpopMmarun. JlaiiTe ux kiaccudukanuu.
[IpuBenure mnpuMepsl anmapaTHBIX CPEACTB 3allUThl HMHQOpPMAlMM B KOMIBIOTEPHOM ceTH
NPEaIPUATHS.

5. Pacckaxxute 0  OpOrpaMMHBIX  CpPEACTBAaX, HUCHOJB3YEMBIX JUIS  OpraHU3alMU
MH(OPMAIMOHHOM 6€30MacHOCTH MpH paboTe B KOMITBIOTEPHOM CETH.

[1K-1 roTOBHOCTH pean30BBIBaTH OOpa3oBaTElIbHBIE IMPOrpaMMBbl 10 y4EOHBIM IpeaMeTaMm B
COOTBETCTBHUH € TpeOOBaHUAMM 00pa30BaTENIbHBIX CTAaHIAPTOB

1. Cnenarp aHanu3 HOpMAaTUBHOM 0asbl MO peanu3aluyd MHQOPMAIMOHHOM 0€30MacHOCTH B
00pa3oBaTEeNbHBIX YUPEKICHHUSX.

2. Ommcath npoueaypy pa3padoTKH MOTUTHKH WHPOPMAIIMOHHOHN 0€301TacCHOCTH TSI IITKOJTBI.

3. laiiTe TOHATHE TMOJUTUKM HWHPOPMALMOHHOW Oe3omacHocTH. OmNUIIKUTE CHOCOOBI
OpraHM3aliy MOJUTUKHA HH()OPMALIMOHHON O€30MacCHOCTH Ha MPEANPUITHH.

4. Tlepeuncnure BUAbl KoH(puAeHuuansHoW wuHpopmanuu. IlpuBeaure mpumMeps
KOH(MUIEHIATbHON HH(POPMALIUY U YKa)KUTE CIIOCOOBI €€ 3alUTHI.
5. Pacckaxute O TPUMEHEHHWH MaTeMaTUKU W Jpyrux objactedl 3HAHUA B

MH(OPMALIMOHHON OE30MMaCHOCTH.

Mopyas 2: IIporpaMmHbie cpeacTBa U cepBuChl ceTH HTEpHeT 10 3amuTe HHPOPpMaLMU

[1K-4 cnocoOGHOCTh HMCTOB30BaTh BO3MOXXHOCTH OOpA30BATEIBHOM CPEAbl IS JOCTHKCHUS
JUYHOCTHBIX, METANpPEAMETHBIX U MPEAMETHBIX pe3yNbTaTOB OOYy4YeHHs U OOecreueHus: KauyecTBa
y4eOHO-BOCIIMTATENILHOTO MPOIEcCa CPEICTBAMH MPETOAABAEMBIX YUEOHBIX TPEIMETOB

1 Omnucatp nporeaypy yCTaHOBKH Ha KOMIIbIOTEp OpaHaMayaspa (U3 CriucKa)



2. PacckaxuTe O TMPOAaKTHBHBIX CHCTEMaxX 3allUThl KoMmmbioTepa. [IpuBeaute mnpuMepsl
MpOrpaMM JaHHOTO Kjlacca.

3 Pacckaxute 0 cuUCTeMax OTpak€HHUS CETeBBIX aTak. ONUIIUTE WX BUIBI, NPHHIUIIBI
(G YHKIIMOHUPOBAHUS.

4. PackpoiiTe CyTh HOPMATHBHO-TIPABOBOT'O aCIEKTa 3aIlUThl HH(POPMAIIUK Ha IPEATIPUITHH.

5. IlpuBeaure crmocoObl HECAHKIIMOHMPOBAHHOTO NPOHUKHOBEHHMS HA CETEBOW KOMIIBIOTEP
HNPEANPUATUS U PACCKAKUTE O IIYTIX NPOTUBOACUCTBUS IPOHUKHOBEHUIO.

Moayab 3. IIpakTnyeckue BONPOCHI OpraHu3anuid WHGOPMAIMOHHONH 0€30MACHOCTH B
KOMIIBIOTEPHBIX CETSX.

OK-3 criocoGHOCTBIO UCIIOB30BATh €CTECTBCHHOHAYYHBIC M MATEMATUICCKUE 3HAHUS IS
OpPUEHTUPOBAHMS B COBPEMEHHOM MH(OPMAIIMOHHOM IIPOCTPAHCTBE

1. OxapakTepu3yiiTe TEXHOJIOTHUYECKHE Mepbl HHPOPMAIIHOHHOH 0€30MacCHOCTH Ha MPEANPUATHH.
O06ocHyiiTe KITaCCU(PUKALIUIO CPEICTB TEXHOJIOTHUECKOH 3aIIUTHl HHPOPMAITUH.

2. Onumure TEXHOJOTu (DYHKIMOHUPOBAHUS OpaHaMaydIpoB. PacKkpoiTe TEXHOJIOTHIO
HACTPOWKH OpaHaMay’spa Ha MPUMEPE KOHKPETHOTO MTPUIOKCHHUS.

3. PacckakuTe O MPOAKTUBHBIX CUCTEMax 3allMThl KOMIbIoTepa. [IpuBeauTe IpUMephl IPorpamMmm
JaHHOTO KJlacca.

4. TlpuBemuTe CHOCOOBI HECAHKIIMOHUPOBAHHOTO TMPOHUKHOBEHHS HA CETEBOW KOMITBIOTEP
HNPEANPUATUS U PACCKAXKUTE O IYTIX MPOTUBOAECUCTBUSA IPOHUKHOBEHUIO.

5. Packpoiite cyTh HOPMAaTUBHO-TIPABOBOTO aCIMEKTa 3alIUThl UHGOPMAIIUU HA MIPEATIPUATHH.

I1K-1 roTOBHOCTBIO peaIn30BbIBaTh 00pa30BaTEIIbHBIC IPOTPAMMBI MO YU€OHBIM IIPEAMETaM B
COOTBETCTBHUH C TPeOOBAaHUSMHU 00Pa30BATENBHBIX CTAHIAPTOB

1. Packpoiite moHsTHEe <«MH(DOPMAIIMOHHAS YIrpo3a» C TO3UIUH MPOOJIEMBI OOeCTIeUCHUs
nH(pOpMaLIMOHHON Oe30MacHOCTH Ha IpeanpusTun. OXapakTepusynTe BUABI YIPO3, IPUBEIUTE PUMEPHI.

2. PackpoiiTe cyTh HOPMAaTHBHO-TIPABOBOT'0 ACIEKTA 3allUThl HH(OPMALIUU Ha MPEATNPUATUH.

3. PackpoiiTe aAMMHUCTPATUBHBIE BOIPOCHI, PETJIaMEHTUPYIOIINE JESTEIbHOCTh MPEINPHUITHS IO
opraHu3any HHPOPMAIIMOHHON 0€301TacHOCTH.

4. OxapaxkTepu3yiWTe OpraHM3allOHHBIE MEphl 3allUThl HHPOPMAIMU HA MPEIIPUITHH.
O06ocHYyliTe OCHOBHBIC MEPOIIPUSATHS 10 00eCTIeYeHNI0 HH()OPMAITMOHHOW OE30ITaCHOCTH.

5. Packpoiite noHsTHe «ceTeBoil aTaku». [IpuBennute npuMepsl CETEBBIX aTaKk Ha KOPIOPATUBHYIO
CeTh. YKaXKUTE MYTH MPOTUBOJICHCTBUS CETEBBIM aTaKaM.

Mopnyas 4. IIpo6sembl nHGOPMALMOHHOI 0€30IACHOCTH B COBPEMEHHOM 00111ecTBe.

ITK-4 cnocoGHOCTBIO HCIIOJIB30BaTh BO3MOXKHOCTH 00pa3zoBaTeldbHON cpelbl i JAOCTHKEHHS
JUYHOCTHBIX, METAIIPEIMETHBIX U MPEAMETHBIX PE3yJIbTaTOB 00yUYEeHUs U 00ecneYeHNs KauecTBa y4eOHO-
BOCIIUTATEILHOTO MPOLIEcca CPEACTBAMH MPENO0/IaBaEMbIX yUEOHBIX PEAMETOB

1. OxapakTepusyiiTe TEXHOJIOTHYECKHE Mepbl HHPOPMALIMOHHON 6€30MaCHOCTH Ha MPeIIPUATHH.
O6ocHylTe Ki1accu(PUKAIHUIO CPEJICTB TEXHOJIOTHUECKOM ATl UH(POpPMAIIUHU.

2. Onummre TEXHOJOTHI0 (YHKIMOHMPOBAaHUS OpaHaMmay3poB. PackpoiiTe TexHOJIOTruto
HACTpOMKU OpaHaMay?’pa Ha IpUMepe KOHKPETHOTO MPUIIOKEHHUS.

3. PacckaxxuTe 0 MPOAKTUBHBIX CUCTEMAX 3alllUThl KOMIbIOTepa. [IpuBeanTe mpuMepsl IporpaMm
JAaHHOT'O KJlacca.

4. TlpuBenute crnocoObl HECAaHKUMOHWPOBAHHOIO MPOHUKHOBEHUS Ha CETEBOM KOMIBIOTEP
MPEATPUITHS U PACCKAXKUTE O MYTIX MPOTUBOAECUCTBUS TPOHUKHOBEHUIO.

5. PaCKpOﬁTC CYTb HOPMATHUBHO-IIPABOBOT'O ACIICKTA 3allIUThI I/IH(I)OpMaI_II/II/I Ha NpCAINpUATHUN.

84. Bompocbl MPOMEeKYTOYHOI aTTeCTALINU
Ilecroii cemectp (3auer, OK-3, I1K-1,ITK-4)

1. Packpoiite mnonsTHe «uH(pOpManMoHHas Oe3omacHOCTb». [IpuBeauTe  MpUMEpPHI
HapylieHust UHPOpMaIMOHHON 6€30MacCHOCTH B OBITY M HA MPEANPUSATHH.

2. Pacckaxxute 0 mpoOrpaMMHBIX CpEJCTBaxX OpraHM3aluu WH(POPMAIMOHHON 0e30MacHOCTH
pH paboTe Ha KOMITBIOTEPE U B KOMITBIOTEPHOM CETH.

3. Pacckaxxute 00 ammapTHBIX CPEACTBAaX OpraHU3alMd HH(POPMAIMOHHOH 0e301MacHOCTH
pH paboTe Ha KOMITBIOTEPE U B KOMITBIOTEPHOM CETH.

4. PackpoiiTe 0OCHOBHBIE HAIIpaBJIEHHs OpraHU3aluU UH()OPMAIIMOHHON 0€30MacHOCTH.

S. [IpuBeaute cnocoObl HECAHKIIMOHUPOBAHHOTO MIPOHUKHOBEHUS! HAa CETEBON KOMIIBIOTEP U



IIyTU IPOTUBOJAECHCTBUS UM

6. Packpoiite monsTHEe «MH(POPMAIMOHHAS yrpo3ay» C MO3WUIMH TPOOJIeMbl OOecreueHus
MH(POPMALIMOHHOM 6€30MacHOCTH

7. JlaiiTe TMOHSATHE AaJIMUHUCTPATUBHBIM, TOCYAApCTBEHHBIM M TPABOBBIM BOIPOCaM,
periIaMeHTHPYIOLUUM e TeTbHOCTh 110 OpraHu3aluy HHPOPMAIMOHHONW 6€301aCHOCTH

8. Onumure TEXHOJOTUIO (DYHKIMOHUPOBAHUS OpaHaMays3poB. OOBICHUTH HACTPOHKY
OpaHznMayspa Ha IPUMEpPe KOHKPETHOTO MPHIIOKEHHS

9. Onumure TEXHONOTHIO (YHKIIMOHUPOBAHUS AHTUBUPYCHBIX IPOTPAMMHBIX CPEACTB.
OOBsicHUTE HACTPONKY aHTUBHPYCA Ha IPUMEPE KOHKPETHOTO MPUIIOKE-HUS

10. Packpoiite nmoHsTHE «KOMIBIOTEPHBIH BUpYyC». OnucaTh BUIbl KOMIIBIOTEPHBIX BUPYCOB,
CTIOCOOBI X TPOHUKHOBEHHSI Ha KOMITBIOTED

11. PackpoiiTe TeXHOJIOTHI0 aHTUBUPYCHOM 3aIUTHI CETEBOI0 KOMIIBIOTEpA

12. JlaiiTe moOHsATHE KpUnTOorpaguu Kak HaydyHOH OONACTH, CBA3aHHOW C IHM(POBAHUEM
JTAHHBIX

13. Onwumure crocoOb! mU(POBaHUS TaHHBIX

14. Onumure mnporpaMMHble cpeiacTBa MH@poBaHUS HaHHBIX. OOBACHUTE TEXHOJOTHUIO
mmdpoBaHus Ha IPUMEPE KOHKPETHOTO MPUIIOKEHUS

15. Onumure Ha mpuUMepe KOHKPETHOTO MPHIIOKEHUS TEXHOJOTHI0 (YHKIIMOHUPOBAHUS
MPOTPaAaMMHBIX CPEICTB, HCIIOJIL3YIOIINXCS ISl CO3IaHMUS U XPaHEHUS TTapoJIei

16. Onumure npuHIUNbl opranuzanud DoS- u DoSS-arak. [IpuBenute croco6sl 00pbOBI C
JAHHBIM BUJIOM MH(QOPMAIIMOHHOHW YTPO3bI

17. JlaiiTe TOHATHE TMONUTUKH HMHPOPMAIMOHHONW Oe3omacHocTH. OnuiuTe CrocoOb
OpTaHU3aIMH MOJUTHKH WH(POPMAIIMOHHON 0€30IMacHOCTH Ha IPEANPUSTHA

18. Packpoiite cylmHOCTh MOTEHIIMAIBHO OMACHBIX MporpamMm. Onumure crnocodbl 60pHOBI ¢
HUMU

19. Pacckaxxute 0 cucremax OTpakeHHsI CETeBBIX arak. ONHUIIWTE WX BHUIBI, MPUHIIUIBI
(GyHKIMOHUPOBAHUS

20. Pacckaxkute O MPOAKTHBHBIX CHCTEMax 3allUThl KoMIbloTepa. [IpuBenute mnpumepsl
porpaMM JaHHOTO KJlacca

21. Pacckaxxute o cucremax KOHTpols LejocTHOCTU. [IpuBeaute mpuMepsl MpoOrpamm
JTAHHOTO KJlacca

22. Pacckaxxute o cname kak He 3aTpeboBaHHON MHTepHeT-pekname. IIpuBenute cro-coObl
00pBOBI CO crTaMoOM

23. Pacckaxxute o mporpammax orpaHuueHusi Aoctyna B VHTepHeT u (uUIbTpanuu
MH(OPMAITMOHHBIX PECYPCOB

24. Onuimre coluanbHble CETH Kak HHCTPYMEHT cOopa nH(pOopMaIMK O MOJIb30BaTere.

25. Jaiite moHsiTHe XakuHTra. [IprBenuTe XapakTepPUCTHKY XaKepy KakK JIUILY, IBITAIOIIEeMyCs
HE3aKOHHO 3aBJIaJIeTh KOH(PHUISHIIMATbHON HH(OopMaIen

26. Packpoiite cyTh connanbHON nH)eHEepUH. OMUIINTE €€ METOIbI

217. Packpoiite CyIIHOCTb DJIEKTPOHHOW HaIW4YHOCTH. [IpuBenure npuMepsl BO3MOXKHOU
MOTEPH AIIEKTPOHHBIX JICHET MPH COBEPIICHUH IJIaTexel B cetn HTepHeT

28. [IpuBenure mnpumepsl MolleHHHYecTBa B cetn MHtepHer. Packpoiite cmocoOsl

MIPOTUBOAEUCTBUS VIHTEpHET-MOILIEHHUKAM.

8.5 MeTonuyeckne MaTepualibl, ONpeaesionue Npoue1ypbl OlleHUBAHUS 3HAHMI, YMEHMId,
HABBIKOB M (MJIM) ONBITA AeATEIbHOCTH, XapaKTePU3YLIMX 3TalNbl (POPMHUPOBAHUA KOMIIETECHNH

[TpomesxyTouHas arTecTanus IPOBOJUTCSA B popMe 3aueTa.

3aueT MO3BOJIIET OLEHUTH C(HOPMHUPOBAHHOCTH KOMIETEHIIMM, TEOPETUYECKYI0 IOATOTOBKY
CTY/IEHTa, €ro CIIOCOOHOCTh K TBOPYECKOMY MBIIUIEHUIO, TOTOBHOCTh K MPAKTHUYECKOW JAEATENbHOCTH,
MPUOOPETEHHBIE HAaBBIKU CaMOCTOSTEIbHONW pabOThl, YMEHHE CHHTE3HpOBAaTh MOJYyYEHHbIE 3HAHUSA U
IIPUMEHATH UX IIPU PELICHUU IIPAKTUYECKUX 3a]1a4.

[Ipu OamIbHO-PEHTUHIOBOM KOHTpOJIE 3HAHUW WTOTOBas OIIEHKA BBICTABISETCS C YUETOM
HaOpaHHOI cyMMBbI GaJlIOB.

VYCTHBIN OTBET HA 3a4eTe.

Jns oueHkn CcHOPMHUPOBAHHOCTH KOMIETEHIIMH ITOCPEACTBOM YCTHOTO OTBETA CTYIEHTY
[IPEABAPUTEIILHO IIPEUIaraeTcsl MepeyeHb BOIPOCOB WIM KOMIUIEKCHBIX 3aJaHUM, IPEANOIararolimx
YMEHHE OPUEHTHPOBATHLCS B MpodieMe, 3HaHHE TEOPETUUECKOr0 MaTepuaia, yMEHHUs IPUMEHSTh €ro B



MPAKTUYECCKOH TPO(ECCUOHATLHOW JIEATSIIBHOCTH, BIIAJICHHEC HAaBBIKAMHA W TIPHEMaMHU BBITIOJTHCHHS
MPAKTUYECKUX 3aJaHUM.

[Ipu ormeHKe JOCTMKEHUN CTYICHTOB HEOOXO0IMMO o0OpaIiarh 0co00e BHUMaHHUE Ha:

—YCBOCHHE MMPOTPAMMHOTO MaTepUAIIa;

—yYMEHHE H3J1araTh MPOTrPaMMHBIA MaTepHal HAYYHBIM S3bIKOM;

—YMEHHE CBS3bIBATh TCOPHIO C IPAKTUKOIA;

—yMEHHUE OTBEYaTh Ha BUJOM3MCHEHHOE 3aJ[aHHCE;

— BJIAACHUC HaBbIKaMHU IIOMCKA, CUCTEMAaTU3allun HCO6XOI[I/IMBIX HUCTOYHHUKOB JII/ITepaTypr 110
n3ydaeMoi mpooeme;

—yMeHHUE 000CHOBBIBATh MMPUHSATHIC PEIICHUS;

—BJIaJICHUC HaBBIKAMU U TIPUEMaMH BBIITOJTHCHHS ITPAKTUYCCKUX 3aIaHHIA;

—YMCHI/IC HOI[erHJISITL OTBET I/IJ'IJ'IIOCTpaTI/IBHLIM MaTepI/IaHOM.

TecTrl

[Tpu onpeieieHnH ypOBHS JOCTHXKEHUN CTYJACHTOB C TIOMOIIBIO TECTOBOTO KOHTPOJIS
Heo0xoIMMO oOpamaTk 0co00e BHUMaHUE Ha CIEAYIONIEe:

—OIIEHUBACTCS MOJTHOCTBIO IPABUIIbHBIN OTBET;

— IIperoAaBaTeeM JI0JDKHA OBITh OIpe/ielieHa MaKCHMAaJTbHAS OLICHKA 3 TECT, BKIIOYAIOIIHIA
OIpeIeSICHHOE KOJIMYECTBO BOIIPOCOB;

—Mperno/iaBaTeieM MOXKET OBITh ONpeiesieHa MaKCUMAaIIbHASL OTICHKA 3a OJIUH BOIIPOC TECTA;

—I10 BOHpOC&M, HpeZIYCManI/IBaIOHII/IM MHO)KCCTBGHHI)II;'I BI)IGOp HpaBI/IJH)HI)IX OTBETOB, OLICHKA
OTIPECIISETCS UCXO/IS U3 MAaKCHMAITLHOM OI[CHKH 32 OJIMH BOTIPOC TECTA.

9 IlepeyeHb OCHOBHOM M IONOJTHUTEIbHOM Y4eOHOM JTUTEPATYPbI

OcHoBHasi iuTEepaTypa

1TomukoB, A. M. 3ammra uHpOopManuu B MHPOKOMMYHHKAIIMOHHBIX CHCTEMaxX M CETIX
[DnmexkTpoHHEIH pecypc] : yueOHOe ocodue / A. M. I'onukoB ; MUHUCTEPCTBO 00pa30BaHUS U HAYKU
Poccuiickoit ®enepanuu, Tomckuii ['ocynapctBeHHslii YHuBepcuteT CucreM YHpaBieHUs U
Pamnosnextponuku (TYCYP). — Tomck : Tomckuii rocyqapCTBEHHBI YHHUBEPCUTET CHCTEM
yOpaBI€HUsT W paauosnekrponuku, 2015. — 284 c¢. - Pexum  gocryna
http://biblioclub.ru/index.php?page=book&id=480637

2 MbitBonn, D. BezonmacHocTh ceteit [DnekTpoHHBI pecype] / D. MbdiiBona. — 2-¢ w3,
ucnp. — M. : Hauuonaneubiif OtkpeiTelii YHuBepcuter «MMHTYUT», 2016. — 572 c. — Pexum
nocryna : //biblioclub.ru/index.php?page=book&id=429035

3IIpoxoposa, O. B. MudopmanmonHasi 6€30MacHOCTh U 3amuTa WHHOPMAIUU [ DIEKTPOHHBIH
pecypce] : yuebnuk / O. B. IIpoxopoBa ; MuHucrepctBo obpazoBanusi u Hayku P®D, denepanbHoe
roCyJJapCTBEHHOE OIO/DKETHOEe 00pa30BaTelIbHOE  YUPEXKICHHWE BBICHIETO  MPO(ECCHOHAIBHOTO
obpazoBanus «CamMapcKuil rocy1apcTBEHHBIN apXUTEKTYpHO-CTPOUTENbHBIN yHUBEepcUTeT». — Camapa :
CamMapckuil rocyapCTBEHHBIN apXUTEKTYpHO-CTPOUTENbHBIN yHUBepcuteT, 2014. — 113 c. — Pexum
noctyna : http://biblioclub.ru/index.php?page=book&id=438331

4. CarpeeB, K. M. ®usnueckue OCHOBBI 3allUThl HMHpoOpManuu [DIeKTpoHHBIH pecypc] :
yuebHoe nocobue / K. M. Cargees, B. U. Ilerpenko, A. ®. Yunura ; MunuctepcTBo 00pa3oBaHus U
Hayku Poccuiickoit ®enepanuu, dDenepalibHOE TOCYIapCTBEHHOE AaBTOHOMHOE O00pa30oBaTEIbHOE
YUpeKIEHUE BBICIIET0 mpodeccnoHanbHOr0 oOpa3oBanusi «CeBepo-KaBkasckuii —denepanbHbIN
yauBepcutet». — Crapomons : CK®VY, 2015, — 394 c¢. — Pexum pocrymna
http://biblioclub.ru/index.php?page=book&id=458285

5. TexHonoruu 3amuThl UHGOPMAIMKA B KOMIIBIOTEPHBIX CETAX [DIIEKTpOHHBIN pecypc] /
H. A. Pynenkos, A. B. IIponerapckwuii, E. B. CmupnoBa, A. M. CypoBoB. — 2-¢ u31., ucrp. — Mocksa :
Hanumonanenenii Otkpeiteiii YHUBepcurer «MHTYUT», 2016. — 369 c. — Pexum npocrymna
http://biblioclub.ru/index.php?page=book&id=428820

JlonmosiHuTEIbHAS JIUTEPATYPA

1 ABnommH, C.M. Texnomoruu u mnpoAykTel Microsoft B obecnedueHun HHPOPMAITMOHHO
6e3onacHoctu: kypc / C.M. ABnommH, A.A. CasenbeBa, B.A. Ceparok ; Hartmonanbubiii  OTKpBITHIN


http://biblioclub.ru/index.php?page=book&id=480637
http://biblioclub.ru/index.php?page=book&id=438331
http://biblioclub.ru/index.php?page=book&id=458285
http://biblioclub.ru/index.php?page=book&id=428820

VYuusepcurer "MHTYUT". — MockBa : Hurepuer-YauBepcuter NHpopmanmonubix TexHomOTHIA
(MHTYUT), 2010. 384 c. - URL
http://biblioclub.ru/index.php?page= bOOk&Id 233684). — TeKCT : DIEKTPOHHBIH.

2 CarnmeeB, K.M. ®usuveckue OCHOBBI 3alUThl WHpopMauu : ydeOHoe mocodme / K.M.
CarneeB, B.M. Ilerpenko, A.®. Yumnura ; Cesepo-KaBkaszckuii ¢enepanabHbIii YHHUBEPCUTET. —
Crapomnoinb : CeBepo-KaBkaszckuii @enepanpubiii yauBepcuteT (CKOY), 2015. — 394 c. : . — URL:
http://biblioclub.ru/index.php?page=book&id=458285. — bubamorp.: c¢. 387-388. — Tekcr
3JICKTPOHHBIN.

3. TexHonoruu 3amuThl HH(GOPMAIMK B KOMIIbIOTEpHBIX ceTsax / H.A. Pynenkos, A.B.
[Tponerapckuii, E.B. CmupnoBa, A.M. CypoBoB. — 2-¢ u3., uctp. — Mocksa : HarimoHansHbIi
OTKpBITHIH VYuausepcurer «MHTYUT», 2016. - 369 c @ w1 - URL
http://biblioclub.ru/index.php?page=book&id=428820. — TeKCT : 3IeKTPOHHBII.

10. ITepeyenb pecypcoB HH(POPMAIMOHHO-TEJIeKOMMYHUKAMOHHOM ceTH « UHTEepHET»

1.  http://edu-top.ru/katalog - YauBepcuterckas OMOIMOTEKA OHIAMH [DIIEKTPOHHBIN pecypc].
— M. : U3parenscTBO «/Iupexkt-Memua». — Pesxxum moctyma:  http://biblioclub.ru/

2. http://all-ib.ru - Uadopmarmonnas 6e30macHoCTh. 3amuTa HHGOpMaIHK

3. http://www.securrity.ru - SecuRRity.Ru — « HudopmarmonHas 6€30MaCHOCT
KOMITBIOTEPHBIX CUCTEM U 3aIUTa KOH(PHUIEHIIMATBHBIX JaHHBIX

4.  http://www.securitylab.ru - Security Lab by Positive Technologies [ DiexkrpoHHbIi
pecypc] . URL: http://www.securitylab.ru

11. MeTtoanyeckue yKasaHusi 00y4ar0IUMCH 110 OCBOCHUIO TUCHMILIMHBI (MOYJIs1)

[Tpu ocBoeHNMM MaTepHaia JUCIUTUTMHBI HE00X0AUMO:

- CINTAaHHUPOBATH U PACTIPCACIINTL BPEMA, H€06XOI[I/IMO€ AJI U3YUCHU A JUCHUITIIIMHBI,

— KOHKPETH3UPOBATH i ceOsl IIaH U3y4eHHs] MaTepuaa;

- O3HAKOMHUTHCS C 00BEMOM U XapaKTePOM BHEAYIUTOPHON CAMOCTOSTEILHON pabOThI
JUTSI IOJTHOLIEHHOTO OCBOCHHUSI KaXJAO0W U3 TEM JIUCUUILINHBI.

CueHapuil u3yyeHust Kypca:

- MpopadoTaTe KaX Y0 TEMY IO MpeJIaraeMOMy HUXKE aJITOPUTMY JIEHCTBU;

- W3y4YHB BECh MaTEpHUaJl, BBIITOJIHUTE UTOTOBBIN TECT, KOTOPBIN MPOJIEMOHCTPUPYET
TOTOBHOCTB K CJ1aye 3a4yeTa.

Anroput™ paboThl HaJ KaX/10i TeMOH:

— U3Y4UTE COJIEpKaHNEe TEMbl BHaYaJIe 10 JEKIIMOHHOMY MaTepHaiy, a 3aTeM M0 APYTuM
HCTOYHUKAM;

— MIPOYUTANTE JOMOJIHUTENBHYIO JIUTEPATYPy U3 CIUCKA, PEIJI0KEHHOT 0 IIPEToAaBaTesieM;

— COCTaBbTE KPAaTKUH IUIaH OTBETA MO Ka)KJJOMY BOIPOCY, BLIHOCUMOMY Ha 00CYX/IeH1E
Ha 3aHATUH;

— BBIYYUTE ONPEIECICHNAS TEPMUHOB, OTHOCSIIUXCS K TEME;

— MpoyMaiTe IpUMEpPHI U WILTIOCTPALIMY K OTBETY IO U3y4aeMOM TeME;

— IIPOAYMBIBAlTE BHICKA3bIBAHUS IO TEMaM, MPEI0KEHHBIM K J1a00paTOpHOMY 3aHATHIO.

Pexomenganmu o pabote ¢ IUTEpaTypou:

— 03HaKOMbTECh C aHHOTALMSIMU K PEKOMEHI0BaHHOU JIUTEpaType U ONpeIesnTe
OCHOBHO METO/1 M3JI0’KEHUS MaTepraia TOr0 WM HHOTO HCTOYHUKA;

— COCTaBbTE COOCTBEHHBIE aHHOTALIMHU K JPYTUM UCTOYHMKAM Ha KapTOYKax, 4To
MIOMOXKET MPH MOATOTOBKE pedepaToB, TEKCTOB peueld, MpH MOATOTOBKE K UTOTOBOM aTTeCTaIlH;

— BBIOEpUTE T€ UCTOYHUKHU, KOTOPbIE HanOoJiee MOIXOAT ISl U3yYEHHUsS] KOHKPETHOM TeMBI.

12. TlepeyeHb MHGPOPMAMOHHBIX TEXHOJIOT Uil
Peanuzanus ydeOHON mporpamMmbl OOECHEUMBACTCS  JIOCTYIIOM  KaXAOTO CTYAEGHTa K
MH(OPMALIMOHHBIM pecypcaM — D3JIEKTPOHHOM OubinoTexke M ceTeBbIM pecypcam HMutepuer. [lns
ucnonb3oBanuss UKT B yueOHOM mpoliecce UCHONb3yeTcsl MPOrpaMMHOE oOecredeHre, MO3BOISIoNee
OCYILIECTBIISATh IMOUCK, XpaHEHUE, CHUCTEeMATHU3allhio, aHaJIW3 M Mpe3eHTalHui0 MHGOpMalUU, SKCIOPT
uHbopManuu Ha HU(POBbIE HOCUTENH, OPraHU3AIMIO B3aUMOJCHCTBUS B pealbHOW M BUPTYaIbHOMH
o0pasoBarTesbHOU Cpejie.


http://biblioclub.ru/index.php?page=book&id=233684)
http://biblioclub.ru/index.php?page=book&id=458285
http://biblioclub.ru/index.php?page=book&id=428820
http://edu-top.ru/katalog
http://biblioclub.ru/
http://all-ib.ru/
http://www.securrity.ru/
http://www.securitylab.ru/
http://www.securitylab.ru/

I/IHI[I/IBI/II[yaJIBHLIe PE3YIbTAThI OCBOCHHUA  AUCHUIIIIMHBI CTYACHTaMU (I)I/IKCI/IPYIOTCSI B

AJIEKTPOHHON MH(POPMAITMOHHO-00pa30BaTEIBHOM Cpe/ic YHUBEPCHTETA.

121 IlepeyeHb HHGPOPMAIMOHHBIX CIPABOYHBIX CHCTEM

(oOHOBJIEHME BBINOJIHSETCS esKeHeleIbLHO)

1. Microsoft Windows 7 Pro

2. Microsoft Office Professional Plus 2010

3. 1C: Yuusepcuret [IPOD

122 Ilepe4eHb COBpeMEHHbBIX MPO(ECCHOHATBHBIX 023 TaHHbIX

1. Uadopmanmonno-npasosas cucrema «["APAHT» (http://www.garant.ru)

2. CipaBounas npasoBas cucreMa «KoncymnbrantlLmroc» ( http://www.consultant.ru)

12.3 IlepevyeHb cCOBpeMEeHHBIX MPO(ecCHOHATBHBIX 0a3 TaHHBIX

1. Enunoe okHO mocTyma k oopa3oBateinbHbIM pecypcam (http://window.edu.ru)

2. DnexTpoHHas OnbnuoreyHas cucrema Znanium.com (http://znanium.com/)

3. [IpodeccuonanpHas 6a3za naHHbIX «OTKpPBITHIC JaHHBIE MUHHCTEpCTBA 00pa3oBaHus U Hayku PDy
(http://xn----8sblcdzzacvuc0jbg.xn--80abucjiibhv9a.xn--plai/ope

13. MaTepuajJibHO-TeXHHYECKOE o0ecredeHne T CHUIINHbI(MOTYJIA)

Hns MIPOBEICHUS ayJTUTOPHBIX 3aHATHH HE00XO0IUM CTaHIapTHBIN Habop

CTeNUANTM3UPOBAHHON y4eOHOW MebOenn M y4eOHOro oOOpYyJOBaHUS, a TAaKKe MYJIbTHMEIHUHOE
o0opyJoBaHUE A JEMOHCTpAalMM Ipe3eHTaluuil Ha Jiekuusx. [[ns mpoBeneHHs NpaKkTHUECKUX
3aHSTUH, a TaK)KE OpPraHU3alUU CaMOCTOSITEIbHON paboThl CTYAEHTOB HEOOXOIUM KOMIIbIOTEPHbIN
KJ1acc ¢ pabouuMu MecTaMu, 00eCrieynBaroIMMU BbIX0/] B IHTepHeT.

I/IHI[I/IBI/II[yaJH)HI)Ie PE3YyJIbTaTbl OCBOCHUA OUCHUILIMHBI (1)I/IKCI/Ipy10TC$I B 3JI€KTpOHHOI>'I

nH(OPMaLIMOHHO-00pa30BaTENBLHON Cpe/ie YHUBEPCUTETA.

Peanuzamnust yuyeOHOM mporpaMMbl OOECIIEYMBACTCA JOCTYIIOM KaXKJIOTO CTYyJIEHTa K

MH(GOPMALIMOHHBIM pecypcaM — 3JIEKTPOHHOH Oubinuoreke u cereBbIM pecypcam Murepner. s
ucnonp3oBanusi UKT B ydeGHOM mporecce HEOOXOOMMO HAIWYHE MPOrpPaMMHOTO obecreueHus,
MO3BOJISIOIIET0 OCYIIECTBIIATh NOUCK MH(pOpManuu B ceTu VIHTepHeT, cucTeMaTu3alnio, aHalu3 U
Mpe3eHTAIHI0 HH(OPMAIHH, SKCTIOPT HH(POpMaIuK Ha I(PPOBHIE HOCUTEIH.

OcHaienune ayauTopui
JlaBopaTopust BBIYMCIUTENBHON TEXHUKU.
[Tomemienne  yKOMIUIEKTOBAHO  CHELHATU3UPOBAHHOM  MeOenpl0 M TEXHUYECKHMHU

CpeacTBaMH O0y4YEeHHUS.

OcHoBHOE 000py10BaHUE:!
HaGopsl neMoHCTpanimoHHOTO 00OpYJOBaHUS: aBTOMATH3UPOBAHHOE pabodyee MeECTO B

cocTaBe (CHUCTEMHBIH OJIOK, MOHHTOp, KJIaBUATypa, Mblllb, KOBPHUK), TIPOEKTOpP, IKpaH,
MHTEpAaKTUBHAs! I0CKa, MATHUTHO-MapKepHast Jocka, KoJoHKH SVEN, HaylTHUKY.

Y4eOHOo-HarISIIHbIE TOCOOUS:
IIpe3eHTanum.
JlabopaTropHoe 000pyaOBaHME: aBTOMATU3MPOBAHHOE pabouee MecTo (KoMmbroTepsl — 13

Y4eOHOo-HarIaaHbIe ITOCOOHUS:

[Tpe3enTanmm.

[TomerieHus AIsE CAMOCTOSTENILHOM paOOTHI.

JlaGopaTopust BEIYHCITUTEIIEHON TEXHUKH.

[TomemeHue  yKOMILJIEKTOBAHO  CIICIUATM3UPOBAHHON  MeOenpl0 W TEXHHUYECKUMU

CpeacTBaMH O0y4YEeHHUSI.

OcHOBHOE 000pY/IOBaHUE:
KOMHBI-OTepHaﬂ TEXHUKA C BO3MOXHOCTBKO IIOAKJIKOYECHHUSA K CCTHU «I/IHTepHeT» u

o0ecrieyeHrneM J0CTyIa B 3JEKTPOHHYIO MH(OPMAIMOHHO-00pa30BaTENIbHYI0 CpeAy YHUBEpPCUTETa
(xommnbroTep 10 mIT., IPOEKTOpP C d3KpaHOM 1 1mT.).

V4eOHOo-HarIaaHbIE ITOCOOHUS:
[TpezenTanum.

[TomemieHue 751 CAMOCTOSITENIEHOM paOOTHI.
YUunTanbHEIN 3aIl.


http://www.garant.ru/
http://www.consultant.ru/

[TomemeHnue  yKOMITJIEKTOBAHO  CICIUATM3UPOBAHHOW MEOENbI0 W TEXHUYCCKUMU
cpelncTBaMu OOyJEHHS.

OcHoBHOE 000pyIOBaHUE:!

KomnbioTepHast TEXHHKA C BO3MOXKHOCTBIO MOAKIIOUEHHUs K ceTH .« HTepHeT» n
o0ecreYeHrneM JI0CTyIa B AJIEKTPOHHYIO HH(POPMALIMOHHO-00pa30BaTEIbHYIO CPEly YHUBEPCUTETA
(kommbroTep 10 mT., MPOEKTOP € IKpaHOM | mIT., MHOTOGYHKIIMOHATILHOE YCTPOUCTBO 1 1mIT.,
npuHTep 1 mr.)

YyeOHO-HarIsIIHBIE TOCOOUS:

Y4eOHUKH U y4eOHO-METOIMICCKUE MTOCOOUS, IEPUOUYECKIE U3JaHs, CIIPABOYHAS
TuTeparypa.

CTeHbI ¢ TeMATUYECKUMU BBICTABKAMH..



